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ABSTRACT

Security Chaos Engineering (SCE) is a proactive approach to identify vulnerabilities
and enhance security of systems. It embraces continuous security experimentation
to build confidence in the capability of systems to withstand malicious conditions.
Different SCE techniques are proposed for enhancing the resilience of software systems.
The diversity of SCE techniques indicates the need for their collective analysis to
uncover valuable practices and potential research opportunities. To fulfill this need,
we consolidate and unify the knowledge on SCE practices through a systematic
literature review. The results show that there has been limited and unsystematic
investigation of SCE by the community, highlighting the importance of creating and
promoting guidelines for SCE practices. Therefore, we create SCENE, a comprehensive
set of guidelines for systematically reporting SCE. The goal is to support the clarity,
consistency, and reproducibility of SCE practices. SCENE guidelines are evaluated
by cybersecurity practitioners and active researchers in the field, and is mapped to
established methodological guidelines. The results indicates that SCENE is perceived
positive in terms of usefulness, understandability, practicality, and completeness.
SCENE is also found to complement established experimental reporting guidelines and

bridge the gap between academic studies and industrial use.

1. Introduction

Software-intensive Systems (SiS) are systems in
which software significantly influences the design, de-
ployment, and evolution of the system as a whole [36].
The underlying digital infrastructure and communica-
tion systems of SiS are highly susceptible to cyberse-
curity attacks due to their interconnected nature and
reliance on various communication networks and third-
party supply chain technologies [11]. Cybersecurity
attacks pose a significant challenge to the digitaliza-
tion of industry by threatening the confidentiality,
integrity, and availability of critical systems and data,
thereby hindering innovation, disrupting operations,
and increasing the risk of economic losses. Regular
cybersecurity assessments and continuous validation
approaches are thus crucial to safeguard against the
evolving cybersecurity threats to SiS.

Security testing demands specific expertise, making
it challenging, often subjective, and less amenable to
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automation [37]. Generally, testing enables the evalua-
tion of established capabilities and system attributes.
On the other hand, experimentation provides means to
uncovering unknown disturbances objectively, observ-
ing, and learning from failure [32]. Enterprises aiming
to enhance the cybersecurity resilience of their systems
and infrastructures are transiting from merely testing
the security to embracing continuous security erper-
imentation as part of the DevSecOps (Development,
Security, and Operations) loop. This is important to
proactively identify and mitigate potential vulnerabil-
ities to real-world threats, ensuring system as well as
infrastructure resilience.

One approach that embraces experimentation to en-
hance resiliency and identify weaknesses in SiS is Chaos
Engineering. Chaos engineering is the discipline of
experimenting on complex systems to build confidence
in their capability to withstand disturbances [30]. It
provides principles and practices to proactively uncover
unknown failures before they manifest into business-
impacting problems. Through experimentation, chaos
engineering supports the identification of failures that
are difficult, if not impossible, to find by traditional
testing methods. These include failures caused by
factors that developers do not understand (i.e., known
unknowns) or factors that developers are neither aware
of nor understand (i.e., unknown unknowns).
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Recent work has applied chaos engineering princi-
ples to support the design, build, and operation of com-
plex systems that are more resilient to cyberattacks,
marking a significant transition towards Security Chaos
Engineering (SCE). According to [32] and [39], SCE
is the discipline of instrumentation, identification, and
remediation of failure within security controls through
proactive experimentation to build confidence in the
system’s ability to defend against malicious conditions.

1.1. Problem and Contribution

Different SCE techniques are proposed in literature
for enhancing the resilience of software systems. The
diversity of SCE techniques indicates the need for
their collective analysis to uncover valuable practices
and potential research opportunities. To fulfil this, we
consolidate and unify the knowledge on SCE practices
by conducting a Systematic Literature Review (SLR).
The aim is to (i) support researchers and practitioners
identify key trends, challenges, and best SCE practices,
and (ii) highlight gaps in current knowledge, guiding
future research and development efforts to advance the
field. In this paper, we address the following research
questions:

e RQ1. What techniques are available for support-
ing resilience using security chaos engineering

(SCE)?

First, we review the literature to identify rele-
vant SCE techniques with the goal to provide a
comprehensive overview of these techniques. In
particular, we review 359 studies and identify
19 SCE techniques. The results are reported in
Section 3. Second, we ensure the reliability of the
review by performing a quality control on 10.5%
of the data (i.e., 30 studies).

e RQ2. How can we categorize the techniques sup-

porting resilience using security chaos engineer-
ing?
First, we analyse the identified techniques by the
systematic literature review. Second, we catego-
rize these techniques based on different aspects
such as applicability, technical characteristics,
effect, and evaluation. As a result, we develop the
Security Chaos Engineering guideliNEs (SCENE)
for systematically reporting SCE techniques. The
aim of SCENE is support the clarity, consistency,
and reproducibility of SCE practices.

e RQ3. To what extent do the SCENE guidelines
align with established methodological guidelines,
and how are they perceived by researchers and
practitioners in terms of usefulness, understand-
ability, practicality, and completeness?

First, we review and map the SCENE guidelines
to the widely used guidelines by Jedlitschka et

al. [12] for reporting experiments in software
engineering. Second, we conduct an evaluation
of the SCENE guidelines involving a mix of
twenty researchers and practitioners. We report
the results of the evaluation in Section 6.

The key contributions of this paper include a com-
prehensive SLR of SCE studies and techniques and
introduction of SCE-tailored guidelines that extend
established methodological frameworks for software
engineering experiments. The paper further advances
the state of the art by explicitly addressing security-
specific aspects of chaos engineering and the integration
of Al and large language models that have not been
systematically studied in prior work. The contribution
also includes a publicly available, continuously updated
repository that enables ongoing reporting of emerging
SCE techniques.

The paper is structured as follows: Section 2 de-
scribes the background & related work. Section 3
details the approach. Section 4 presents the results of
the SLR, and Section 5 presents the SCENE guidelines.
The evaluation of SCENE is described in Section 6.
Finally, Section 7 provides concluding remarks and
discusses directions for future work.

2. Background and Related Work

In 2011, Netflix transitioned its services to the AWS
cloud, which led to the development of the concept
of chaos engineering [2]. Concerned about potential
failures of internal instances during the migration, the
engineers of Netflix created ChaosMonkey' to ensure
system stability by introducing faults that randomly
shut down internal instances. According to [2], chaos
engineering entails conducting experiments on a dis-
tributed system to ensure it can handle disruptive
conditions in a production environment. These con-
ditions might include hardware failures, unexpected
spikes in client requests, or incorrect values in runtime
configuration parameters.

The Chaos Toolkit? is an open-source project that
offers an extensible toolkit for conducting experiments.
It allows developers to customize these experiments to
suit specific use cases. The first security-specific tool to
appear is ChaoSlingr®. It is a security chaos engineering
tool focused primarily on the experimentation on cloud
infrastructures to bring system security weaknesses to
the forefront.

SCE aims to ensure that systems can gracefully
adapt and recover from security incidents, identifying
and mitigating vulnerabilities before they can be ex-
ploited, and fostering a culture of ongoing learning and
adaptation to evolving threats [32]. Figure 1 shows the
process of conducting SCE. It typically involves several

LChaosMonkey: https://github.com/Netflix/chaosmonkey
2Chaos Toolkit: https://github.com/chaostoolkit
3ChaoSlingr: https://github.com/0Optum/ChaoSlingr
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Figure 1: Typical process for conducting security chaos engi-
neering.

key steps [39, 32]. First, hypotheses about the steady
state of a system and how it should behave under
various failure conditions are defined. After that, chaos
experiments to test these hypotheses are designed and
planned. The necessary infrastructure is then prepared
to conduct the experiments. Next, controlled failures
are introduced, and the system’s response is monitored.
The outcomes are analysed to identify weaknesses and
areas for improvement. Based on the outcomes, system
defences and security measures are refined. Lastly, the
insights are recorded and shared them with relevant
stakeholders to inform future strategies.

Recently, in [26], a comprehensive literature re-
view of chaos engineering was conducted by analysing
88 works published between January 2019 and April
2024, encompassing both academic and grey literature
sources. By synthesizing various definitions from these
studies, the authors propose a unified definition of
chaos engineering, emphasizing its role in resilience
testing through the controlled injection of faults. It
further explores the key functionalities and compo-
nents of chaos engineering, outlines its fundamental
principles and quality requirements, and proposes a
taxonomy categorizing relevant tools and adoption
practices. Notably, chaos engineering received increased
attention between 2019 and 2024, with academic publi-
cations peaking in 2021, while contributions from grey
literature steadily expanded throughout the period.
Furthermore, an analysis of academic venues revealed
that although many studies were published in unranked
sources, a substantial proportion appeared in highly
regarded Q1 venues, reflecting strong academic interest
and recognition of the importance of this domain.

While [26] conducts a literature survey on chaos
engineering with broader goals of understanding why
and how chaos engineering is used, our work focuses
on security-specific chaos engineering by explicitly tar-
geting the techniques designed to enhance security
resilience and provides guidelines for reporting such
techniques. Indeed, no prior academic work has pro-
posed comprehensive guidelines for conducting security

chaos engineering, making our contribution the first of
its kind in the literature.

Table 1 highlights the difference between our and re-
lated work. Existing literature provides essential foun-
dations for understanding chaos engineering broadly,
but none offer methodological guidance tailored to
the security dimension. The multivocal review by
Owotogbe et al. [26] offers a comprehensive synthesis of
general chaos engineering, clarifying its definition, core
activities, and components, while mapping challenges,
trends, and tools across diverse contexts. However, its
scope does not extend to security-focused techniques
or to the formal structuring of security-specific exper-
imentation practices. Moreover, practitioner-oriented
sources such as Shortridge and Rinehart [32] provide
conceptual overviews of SCE, but do not follow sys-
tematic review methods nor offer prescriptive reporting
structures. In contrast, our work focuses exclusively
on a detailed and systematic analysis of SCE-specific
studies. Moreover, we develop SCENE, a first dedicated
reporting guidelines for SCE. These guidelines aim
to operationalize established principles for the unique
characteristics of security-oriented chaos experimen-
tation. Finally, unlike prior work, SCENE guidelines
undergo validation by active cybersecurity practition-
ers and researchers. This validation enhances SCENE
methodological robustness and real-world applicability.

3. Methodology

The methodology used by this study is shown in
Figure 2. It starts by conducting a systematic literature
review (SLR), following the guidelines of Kitchenham
et al. [19]. The findings of the SLR are then used to
develop guidelines for systematically reporting SCE.
Finally, the resulting guidelines are validated by eval-
uating its usefulness, understandability, practicality,
completeness, and correspondence to other established
methodological guidelines.

3.1. Performing the SLR

We conducted the search in four major scientific re-
search libraries using their search engines. These were:
IEEE Xplore, ACM Digital Library, Web of Science,
and Elsevier Scopus. We did not include other search
engines, e.g., Google Scholar, as a preliminary search
revealed that the results overlap with the ones from our
selected search engines to a large extent. Moreover, to
mitigate the risk of missing relevant studies that are not
indexed in the included search engines, we conducted
both forward and backward snowballing [40].

3.1.1. Search String

To create the search string, we used two groups
of keywords. The first one captured the main area for
the targeted literature, namely, security, cybersecurity
and resilience. While the second group focused on
the targeted technique, i.e., chaos engineering with
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Table 1

Comparison between the related work and this work

SCENE Guidelines

Dimension

Owotogbe et al. [26]

Shortridge and Rinehart [32]

Our work (SCENE)

Focus & Scope

Methodology

Security-Specific
Content

Main
Contribution

General Chaos Engineering
(CE). It explores CE definition,
core activities, components,
and challenges.  Moreover,
it maps tools, trends, and
research directions.

Multivocal literature review

SCE not treated as a distinct
domain

Broad CE overview; taxonomy
of CE practices and trends

Practitioner-oriented overview
of SCE concepts and practices

Narrative practitioner synthesis

Conceptual: not systematically
reviewed or methodologically
structured
Practitioner advice; introduc-
tory SCE concepts

Exclusive focus on Security Chaos
Engineering  (SCE) techniques.
Moreover, reporting SCE guidelines

Systematic literature review and
guideline construction as well as
validation

In-depth analysis of SCE tech-
niques; methodological and report-
ing guidance for SCE

SCENE: first dedicated reporting
guidelines for SCE, mapped to es-
tablished methodological guidelines

Validation Not conducted Not conducted Formal evaluation with cybersecu-
rity researchers and practitioners
SLR Evaluation and maintenance
— e — e e e e e e [ —— \
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\ rounds (13 papers) (+6 papers) (19 papers) ] | continuous reporting | |
NN J \§ Y, \_ J/ \ of SCE studies i
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Figure 2: Depiction of the methodology followed to conduct this study.

the targeted activities, i.e., testing, fault injection and
experimentation. The resulted search string looked as
follows:

(Cybersecurity OR Security OR Resilience) AND (Chaos
AND (Engineering OR Testing OR Fault OR Injection OR
Experimentation))

3.1.2. Inclusion and Exclusion Criteria

The applied criteria are shown in Table 2. The
first version of the criteria was created by three of the
authors. The list was then refined and calibrated by
applying it on a subset of the retrieved studies and
engaging in discussion to clarify disagreements. This
made applying the inclusion and exclusion criteria a
straightforward task for the three involved authors.

For the exclusion criteria, we decided to disregard
studies written in languages other than English (the
shared working language among the authors) as well
as vision and short studies as answering our research

questions require studies that present substantive find-
ings rather than preliminary ideas. Additionally, we
restrict our included literature to studies published in
the past 15 years, as chaos engineering was introduced
in 2010, and earlier studies would naturally be irrele-
vant. Finally, we excluded studies that focus solely on
fault injection in narrowly controlled scenarios, address
chaos algorithms or cryptography, do not focus on
security or cybersecurity, or are unrelated to software-
intensive systems (SiS), as these topics are either not
directly relevant or fall outside the defined scope of our
review.

3.1.3. Result Filtering

To assess the consistency of applying the inclu-
sion and exclusion criteria, an inter-rater reliability
test was conducted. Three authors independently re-
viewed a random sample of 30 studies, representing
approximately 10.5% of the total retrieved studies.

R. Jolak et al.: Preprint submitted to Elsevier
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Table 2
Inclusion and exclusion criteria.

Inclusion criteria

1. Studies addressing the application of SCE.

2. Studies related to chaos fault injection.

3. Studies related to chaos testing.

4. Studies related to enhancing cybersecurity resilience
through chaos engineering

Exclusion criteria

. Studies written in any language other than English.

. Studies published before 2010.

. Short studies (less than 3 pages).

. Vision / position studies.

. Studies addressing chaos algorithms and cryptography.

. Studies that are not focusing on security or cybersecurity.
. Studies not related to software-intensive systems.

. Studies focusing only on fault injection in specific
controlled scenarios.

O ~NOOC A WN

Table 3
Number of included studies after each round of filtration.

After filtering round

Library Studies 1st 2nd 3rd
IEEE Xplore 73 7 4
ACM DL 65 5 1
Scopus 221 12 8
Web of Science 55 0 0
+6 (snowballing)
Total 414 284 24 19

The analysis resulted in a Fleiss’” Kappa value of 0.8,
with z = 7.59 and p = 3.24e * 14, indicating “almost
perfect agreement” according to Landis and Koch [20].
Following this initial analysis, the three authors held a
discussion to resolve disagreements, clarify the criteria,
and align their understanding of the review process.
Once consensus was reached, the remaining 90% of
the studies were independently screened by the same
involved authors using the refined criteria.

The filtration was done on the 414 retrieved studies
over three phases as shown in Table 3. In the first phase,
duplicated studies were removed. The second phase was
done by applying the inclusion and exclusion criteria
(shown in Table 2) on the metadata of the studies, i.e.,
title, abstract, and keywords, resulting in a total of 24
studies. In the final round, the filtration was done based
on the whole content of the studies, which resulted in a
total of 13 studies identified as relevant. Subsequently,
backward and forward snowballing techniques were
applied, resulting in an additional 6 studies, summing
up to a total of 19 studies for further analysis.

3.2. Data Extraction and Development of
SCE Guidelines

The aim of this step is to develop guidelines for
systematically reporting SCE techniques. After col-
lecting the relevant studies, two authors discussed
different aspects that can be used for categorizing the
SCE techniques. The aim of this discussion was to
prepare and plan for the process of data extraction.
The discussed aspects are the following:

e What is the purpose of the SCE techniques, and
what are the expectations?

o What are the experimentation strategies adopted
by the SCE technique? What are the required
inputs and resources?

e Which domains are the SCE techniques applica-
ble to?

e How are the SCE techniques evaluated, and what
are the evaluation results?

To systematically extract relevant details for the
development of the SCE guidelines, we read the rel-
evant studies identified by the literature review and
snowballing search. By doing so, different details and
aspects have emerged and been noted. These details
are then organized in themes by conducting a thematic
analysis at the explicit level [6]. This allowed us to
identify recurring and stable reporting practices across
heterogeneous SCE studies, as well as systematically
observe aspects that are inconsistently reported or
absent in the existing literature.

By jointly considering reported details and re-
curring omissions, the analysis yielded cross-cutting
themes that capture foundational aspects of SCE tech-
niques, rather than context- or domain-specific char-
acteristics tied to individual studies. These themes
were subsequently consolidated into a set of high-level
categories and sub-categories that structure the pro-
posed reporting guidelines. These resulting categories
are shown in Table 4, which also provides examples
and/or descriptions of the categories.

The applicability category helps to gain a compre-
hensive overview of the SCE techniques. We survey the
motivation and goal of using the techniques along with
the application domain The other categories give an
insight into the technical details of the SCE techniques
and the effect they have on cybersecurity in terms of
targeted threats, types of inspected faults and addi-
tional relevant insights or lessons learned from their
application. Finally, we survey the evidence provided
regarding the validity of the techniques. Specifically,
we survey the method of evaluation, the used metrics
and the reported results. These characteristics allow us
to systematically categorize the techniques based on
different aspects, e.g., clarity, consistency, and repro-
ducibility and propose guidelines for reporting them.

R. Jolak et al.: Preprint submitted to Elsevier
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Table 4

Categorization of the techniques for supporting resilience using security chaos engineering

Category Sub-Category

Description or Example

Applicability Identified Security Challenges

Contribution/Goal

Application Domain
Prerequisites
Required Resources

Technical Characteristics

Attack Scenarios
SCE Approach
TRL

Use of Al
Effect
Type of Injected Faults
Method
Description
Metrics

Evaluation

Results of the Evaluation

Lessons Learned

Targeted Security Threats/Attacks

The motivation for using SCE for cybersecurity, e.g.,
limitations of other approaches and increasing confidence
in system resilience.

The main objective of the study and the main contribution,
e.g., a SCE framework for early threat detection, improving
of resilience, or identification of vulnerabilities.

E.g., general purpose, loT, cloud.

E.g., system design, specific data.

Required hardware and software resources, e.g., sensors,
virtual machines.

Methodology used to derive attack scenarios, e.g., attack
trees, attack goals.

A description of the SCE approach including main steps
and processes.

The Technical Readiness Level [22] of the proposed
approach.

Whether the approach utilizes artificial intelligence.
What STRIDE threats are targeted.

E.g., miss configuration, data/resource injections.
Analytical?, Empirical®, Both.

Description of how the evaluation was conducted.
Quantitative and qualitative criteria and metrics used in
the evaluation e.g., time to complete attack, security
performance.

The results of the evaluation in terms of the evaluation
criteria.

Pros, cons, side effects.

¢An analytical evaluation focuses on theoretical analysis or formal methods.
bAn empirical evaluation involves experimentation or observation, often using real-world deployments, simulations, or prototypes.

3.3. Evaluation of the SCE Guidelines

The SCENE guidelines are evaluated in two ways.
First, we validated the guidelines with cybersecurity
researchers and practitioners. Second, we mapped the
SCENE guidelines to established methodological guide-
lines in the field.

3.3.1. Feedback from Researchers and Practitioners

We apply a mixed-methods approach that inte-
grates both quantitative and qualitative techniques
for data collection and analysis, as outlined by [7].
This methodology allows us to explore strengths and
limitations of the guidelines, including the social and
cognitive aspects associated with its use. Our data
collection strategy involves a semi-structured question-
naire (see Table 5) including questions on the useful-
ness, understandability, practicality, and completeness
of the SCENE guidelines.

The target groups for feedback collection comprises
practitioners and researchers with expertise and/or
experience in cybersecurity and secure software /system
engineering. For this study, the accessible population
is a subset of the targeted group identified oppor-
tunistically through convenience sampling (i.e., via

networks of collaborators and contacts). Additionally,
the authors of the papers identified by the SLR are
also considered as accessible and relevant target group
for the evaluation of SCENE guidelines. The accessible
population that is invited to evaluate the SCENE
guidelines has between 5 and 20 years of professional
experience in cybersecurity.

To preserve participant anonymity and minimize
potential biases, we deliberately chose not to collect
background information such as demographic or profes-
sional details. This decision enhances construct validity
and helps mitigating threats to internal validity, such
as social desirability bias or stereotype effects, which
can influence how participants respond. Moreover, it
strengthens ethical considerations around privacy and
data protection, and respect for anonymity and confi-
dentiality [33].

Prior to responding to the evaluation questions, the
participants were provided with a brief overview of
the SCE methodology and the SCENE guidelines to
ensure a shared understanding of the context?. Out of
75 invited individuals, a total of 23 (i.e., response rate of

4Evaluation
bON1nmtgr7WhRQ6d8

Questionnaire: https://forms.gle/
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Table 5

Questions used to collect feedback on the SCENE guidelines from cybersecurity researchers and practitioners.

Question Text

Question Type

Q1. Usefulness: the guidelines help creators of security chaos engineering (SCE) techniques

Closed (1 Strongly Disagree to 5 Strongly Agree)

in promoting a clearer reporting, better reproducibility, and improved communication of

the developed technique.
Q2. Any comments related to the Usefulness of SCENE?

Q3. Understandability: the guidelines can be easily interpreted and applied by creators

and users of SCE techniques.
Q4. Any comments related to the Understandability of SCENE?

Q5. Practicality: the guidelines can be realistically followed given typical constraints e.g.,

data availability or organizational policies.
Q6. Any comments related to the Practicality of SCENE?

Q7. Completeness: the guidelines cover all the essential elements needed to comprehen-

sively report a security chaos engineering technique.
Q8. Any comments related to the Completeness of SCENE?

Open
Closed (1 Strongly Disagree to 5 Strongly Agree)
Open
Closed (1 Strongly Disagree to 5 Strongly Agree)
Open
Closed (1 Strongly Disagree to 5 Strongly Agree)

Open

Q9. Final Comments: Any final comments that you would like to share with us. Open

30.6%) provided feedback on the SCENE guidelines. To
analyse the collected feedback, we employ a sequential
explanatory approach [7], where qualitative findings
are used to enrich and clarify the interpretation of the
quantitative results.

3.3.2. Mapping of SCENE to Established
Guidelines

The SCENE guidelines proposed in this study aim
to identify important characteristics for reporting SCE
studies. However, since SCE is a technique rather than
a research method, it is important to ensure that
the SCENE guideline does not contradict existing and
established methodological guidelines for conducting
studies and reporting them in software engineering.
Rather SCENE should be compatible and complemen-
tary to those guidelines. Since in most cases, SCE is
conducted and reported as an experiment. we review
and map the SCENE steps to the widely used guidelines
by Jedlitschka et al. [12] for reporting experiments in
software engineering.

The mapping was first conducted by one author,
who reviewed each part of SCENE and suggested where
it would be reported according to Jedlitschka et al’s
guidelines. A session with three authors was then held
to review and refine the mapping through discussion
and consensus.

To reduce the risk of bias from relying on a single
source, we further considered the review of these guide-
lines by Kitchenham et al. [18]. Their evaluation iden-
tified several questions not addressed by Jedlitschka et
al’s guidelines, particularly regarding the relevance of
results to practitioners and their applicability in in-
dustrial contexts. We therefore examined how SCENE
could contribute to addressing these gaps. We applied
the same process here: one author drafted an initial
mapping of how SCENE could address these missing

aspects, which was subsequently discussed and adjusted
in a session involving three authors.

4. SLR Results and Discussion

The 19 surveyed studies meeting the search, inclu-
sion, and exclusion criteria discussed in the previous
section are listed in Table 6, which includes main
characteristics of these studies such as their application
domain, Technology Readiness Level (TRL) [22], usage
of Al, targeted threats, use of attack scenarios, type
of fault injections, and evaluation method. In the
following, we describe the data extracted from these
studies according to the categories listed in Table 4.

C1. Applicability - Identified Challenges: Four main
themes can be seen throughout the studies in relation
to identified challenges. These are lack of existing
solutions, human error and subjectivity, moni-
toring and securing SiS, and production system
uptime. The lack of existing solutions theme includes
the lack of security, resilience, and auditing techniques,
as well as the lack of standardization and methodologies
around SiS testing, especially in relation to SCE. Eight
studies list this theme as a challenge. E.g., [8] and [10]
fall within this theme. The second theme, human error
and subjectivity, covers errors, bias, and subjectivity
around human-made security analyses and systems
development. It is listed in five studies as a challenge,
including [3] and [27]. The third theme is monitoring
and securing SiS. This theme includes the challenges
associated with securing, monitoring, maintaining, and
trusting of modern complex systems and is seen in
nine of the studies. The final theme, production system
uptime, is listed in only two studies, but in each is a
core theme [5] and [28]. These studies emphasize the
challenges that even small amounts of downtime bring,
and the financial losses associated with this.

R. Jolak et al.: Preprint submitted to Elsevier

Page 7 of 23



SCENE Guidelines

Table 6

Studies included in this review, along with their main characteristics.

Study Year Domain TRL [22] Al Targeted Threats ©  Attack Scenarios  Fault Injection ” Evaluation Method
[39] 2020 Cloud 4-6 No STRIDE Yes T1, T2 Empirical

[3] 2023  Cloud 4-6 Yes E Yes T2, T3 Empirical

[5] 2023  General Purpose 4-6 No STRIDE Yes Empirical

[34] 2022 Cloud NA® No D No T1 NA

[4] 2024  General Purpose 4-6 Yes STRIDE Yes T2, T3, T5 NA

[8] 2023  Cyber-Physical Systems 4-6 No T D No T1, T2, T4, T5, T6  Empirical

[27] 2023  General Purpose 4-6 No T Yes Empirical

[1] 2022  Systems of Systems 1-3 No T D Yes T1, T4 Empirical

[25] 2022  General Purpose 1-3 No T ID Yes T4, T5 Empirical

[10] 2024  Operational Technologies 4-6 No ST |IDE No T1, T2, T4, T5 Empirical

[28] 2021 Open Systems Architecture  1-3 No D No T5, T6  Empirical

[35] 2021 Cloud 13 No D No Ts NA

[41] 2021  Internet of Things 4-6 No I D No T5 Empirical

[14] 2018  Cloud 4-6 No D No T4 Analytical+Empirical
[38] 2021  Cloud 4-6 No T | No T1, T5 Empirical

[31] 2024  Cloud 4-6 No D No T1 Empirical

[15] 2024  Internet of Things 1-3 No D No T5 Empirical

[21] 2019 Cloud NA No No NA

[9] 2023 Cloud 4-6 No D No T1, T4, T5 Empirical

“STRIDE: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege.
bT1: Disable functionality or system elements; T2: Manipulation of configuration; T3: Credentials misuse; T4: Various Denial of
Service (DoS) injections; T5: Data and resource injections; T6: Environmental related.

¢NA: Not Available.

C2. Applicability - Contribution/Goal: Six main
themes can be observed. These are framework/
methodology creation, testing of security sys-
tems, system resilience assessment, vulnerabil-
ity identification, resilience improvement, and
informational, The most common theme is frame-
work /methodology creation. This theme encompasses
cases where creation of SCE based frameworks/method-
ologies/testbeds/tools is the primary research contri-
bution. Twelve studies list contributions under this
theme, with [3], [10], and [41] being such examples.
The assessment of system resilience is characterized
by using SCE tools/frameworks to assess system or
item resilience. Nine studies follow this theme. Next is
vulnerability identification. This includes cases where
SCE tools/frameworks are used to identify vulnerabil-
ities in systems. This theme is present in six studies.
The resilience improvement theme is observed in five
studies. It includes the use of SCE tools to assess
other tools that are in place to improve resilience, [14]
and [31], as well as directly using SCE frameworks to
improve system resilience, [4], [8], and [27]. Testing of
security tools, is characterized by using existing SCE
tools/frameworks to test the effectiveness of various se-
curity systems. Four studies follow this theme, three of
which focus strongly on the creation of IDS/monitoring
systems that SCE is then used to verify/validate, [14],
[38], and [31]. The last theme is informational. Two
studies [34] and [21] contribute mainly to information
sharing in relation to SCE.

C3. Applicability - Application Domain: Several
application domains have been observed in the research
studies and can be grouped into the following themes.
Cloud, IoT, General, and Other. The cloud domain

includes cloud infrastructure, cloud platforms, and
cloud-native applications. General covers cases where
the application of the approach is not limited to a
particular domain. It, for example, could include the
domains listed here as well as other unlisted domains.
The IoT domain covers approaches applied to IoT
devices/systems. The final domain, “other”, includes
individual application domains that did not fit any
of the other domains. The distribution of domains
between studies can be seen in Table 6.

CJ. Technical Characteristics - Prerequisites: The
two most distinguished themes related to prerequisites
for the methods or tools in scope in the studies can be
described as Design documents and Dynamic run-
time data. In the design documents theme we include
user stories, functional requirements, network diagrams
/ topology specification, system context, models and
configurations. There are five studies that mention
these as prerequisites, [3], [5], [4], [25] and [35]. The
second theme, dynamic run-time data, is comprised of
sensor data which are used during the executions. It is
part of three studies, [8], [25] and [15].

C5. Technical Characteristics - Required Resources:
This category can be described using three themes
Software applications, Hardware and Infrastruc-
ture. The software applications theme includes all
additional software applications that are needed in the
study’s proposed tool/method, but excluding the tool
itself. One such example is the usage of an additional
tool for threat modelling, see [3]. Twelve studies fit
this theme. Seven studies are relevant for the hardware
theme, which basically states if the study specifies
any specific requirement on hardware resources. Some
studies require specific hardware resources for the
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test environment, see [1] and [25]. The third theme,
infrastructure, describes if the method proposed in
a paper utilizes any infrastructure solutions, such as
Cloud solutions [39], [3], [14], [38] and [9]. In one
occasion an on-line large language model is utilized [4].

C6. Technical Characteristics - Attack Scenarios:
This category consists of one theme which is equivalent
to the category itself, Attack scenarios. It includes
different ways in which attacks can be learned from
previous attacks or new attack scenarios need to be
derived as part of the methodology. This could include
conducting an attack tree, defining attack goals, or
describing failure scenarios. Table 6 presents the studies
in which this is explicitly mentioned.

C7. Technical Characteristics - SCE Approach:
Most of the studies have their specific touch on
the approach; however, there are common themes:
Fault injection, Hypothesis, Steady state and
Validation of security controls. Fault injection,
i.e., introducing faults into the system to see how it
responds, is a common shared theme, it is also a specific
category, see C12 below. Two themes are related,
hypothesis and steady state, each mentioned in [39] and
[1]. The former is about making hypotheses about how
the system works, also mentioned in [8], while the latter
is about defining the steady state and is additionally
mentioned in [28]. The theme validation of security
controls, is part of two studies, [3] and [4].

C8. Technical Characteristics - TRL: The Technol-
ogy readiness levels (TRL)[22], which is a methodology
for estimating technology maturity, were assessed for
all studies, with the vast majority belonging to TRL 4
- 6. The remaining ones are either in TRLs 1-3 or were
not assessed. The results can be seen in Table 6.

C9. Technical Characteristics - Use of AI: Of all
the studies, 17 did not make use of Al in the approach,
while 2 did. "Using an NLP model trained on wuser
stories to identify attack goals”, and 'constructing a
threat model based on an attack-defence tree" are the
two observed uses of Al. Table 6 shows which studies
made use of Al or not.

C10. Effect - Targeted Security Attacks or Threats:
The distribution of targeted security attacks or threats,
in terms of STRIDE categories, is shown in the Targeted
Threats column of Table 6, where S is Spoofing,
T is Tampering, R is Repudiation, I is Information
Disclosure, D is Denial of Service, and E is Elevation
of Privilege. D (15) is the most commonly mentioned
threat and is associated with system availability. T (8),
I(7), and E (7) are the second most mentioned threats
and have similar occurrence. The least mentioned
threats are S (5) and R (3).

C11. Effect - Type of Injected Faults: Types of injec-
tions can be described using six themes. T'1 - Disable
Sfunctionality or system elements includes different
kinds of terminating functionality such as processes or
system elements, these are used in 9 studies. The second

one is T2 - Manipulation of configuration, which
includes changes in security control configuration or
other configurations, part of five studies. T8 - Cre-
dentials misuse, includes misusage of credentials or
escalation of privileges, and is part of two studies. T4 -
Various DoS injections, this theme includes aspects
such as overloading systems, flooding networks, delay-
ing packets, and various system disruptions, among
others. This is considered in seven studies. The T'5
- Data and resource injections theme is a com-
pilation of various fault injections, including malicious
code, data/SW/HW faults, java-faults, and API-faults,
among other things. It is included in eleven studies.
The last theme T6 - Environmental related, used
in two studies, is constituted by fault injections relating
to the environment of the system. The mapping of fault
injection type used in the studies can be seen in Table 6.

C12. Fwvaluation - FEwvaluation Method: When it
comes to evaluating the suggested approach, 16 out
of the 19 included studies provided some form of
evaluation. Notably, all evaluations were empirical and
included controlled experiments such as fault injection
to observe system behaviour under stress and case
studies, while only one study combined that with an
analytical evaluation of risks [14]. Another observation
is that none of the evaluations involved human experts
as part of the assessment process.

C13. Fvaluation - Fvaluation description: Across
the reviewed studies, several common themes emerged
in how systems and approaches were evaluated. The
evaluations were typically performed in cloud-based
or distributed environments, e.g., [39, 27, 5], with
Amazon Web Services (AWS) and Google Cloud Plat-
form (GCP) frequently serving as testbeds. Other
studies used custom-built testbeds populated with
user stories, microservice setups, or industrial control
scenarios, e.g., [8, 41, 15]. The evaluation focused on
assessing resilience, recovery, and performance
under stress [39, 38, 14, 3, 25, 31, 9] and targeting
specific security aspects such as access control config-
urations, credential misuse, and vulnerability detection
in cloud pipelines, e.g., [38, 27, 4]. In terms of data used
for evaluation, most studies relied on synthetically
generated workloads, simulated attack scenarios, or
testbed-driven telemetry to assess system behaviour,
e.g., [39, 3, 1, 31]. In some cases security artifacts,
such as misconfigured access control [27] and code
vulnerabilities [4] were used.

C14. FEwvaluation - Metrics: The majority of the
included studies used quantitative metrics in their
evaluations. Time-based metrics such as attack com-
pletion time, system response time, and recovery dura-
tion were used to assess operational efficiency [39, 38,
14, 31, 9]. Resource utilization was another common
focus, with several studies measuring CPU and mem-
ory consumption to understand the overhead of fault
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injection or recovery processes [39, 1, 9]. Detection-
related performance, especially in terms of detection
rate, false positives, false negatives, Mean Time to
Detect (MTTD), and Mean Time to Recover (MTTR),
was also used [5], as well as fault detection and tol-
erance metrics [28, 41]. Some studies applied domain-
specific indicators, e.g., in industrial gas purification
and ToT sensors [8, 15]. Other used metrics include
credential misuse [3], packet loss between digital twins
and physical systems [10] and risk analysis evaluation
using Common Vulnerability Scoring System (CVSS)
severity scores. Qualitative metrics were in a few
studies used to evaluate access control and system
integrity [27, 25], and overall security performance [39].

C15. Evaluation - Results of the Evaluation:

A common theme in the results is the assessment of
the security and resilience of the systems under study.
The SCE approach helped researchers to demonstrate
the resilience of their systems to threats [3, 5, 38],
and to compare the security of different systems,
such as cloud providers [39]. Other studies reported
a demonstration of the impact of the performed
SCE, including assessments of resource consumption
and performance [1, 9, 10], as well as the effect on
system behaviour and output [15]. Some evaluations
also uncovered specific system vulnerabilities,
such as identifying components that failed to recover
from injected attacks [8], or tracking encryption key
leakage and inconsistent binary outputs under fault
conditions [41].

C16. FEvaluation - Lesson Learned: The majority
of the reviewed studies conclude based on their eval-
uations that SCE is effective for assessing system
resilience, identifying vulnerabilities, and enhancing
overall security posture. However, some challenges and
limitations remain, including the selection of perfor-
mance metrics [1] and the cascading effect of chaos
experiments due to potential lack of detailed under-
standing and knowledge about the targeted systems,
[25]. Studies that use Al techniques, i.e., Natural Lan-
guage Processing (NLP) and Large Language Models
(LLMs) [3, 4], find that it is valuable to integrate
AT for threat modelling and decision support during
SCE experimentation. However, the study that uses
LLMs highlights risks related to hallucination and
nondeterministic nature of these models which might
lead to incorrect output. Hence, the study emphasize
the need for human oversight and expertise in order
to provide proper context and verify LLMs’ output.
Generally, for approaches that use Al, a challenge is
to maintain the models and to keep the data used for
training updated, diverse and unbiased.

4.1. Statistics

A quantitative analysis was done based on the 19
primary studies that satisfied all inclusion criteria.
The six most salient ordinal attributes (TRL, Domain,

Table 7

Descriptive statistics of ordinal attributes across 19 studies.
Attribute / Characteristic | Count (%)
TRL level
13 5 (26.3%)
4-6 12 (63.2%)
Not reported 2 (10.5%)
Domain
Cloud 9 (47.4%)
General-Purpose 4 (21.1%)
Cyber-Physical Systems 1 (5.3%)
Systems of Systems 1 (5.3%)
Operational Technologies 1 (5.3%)
Open Systems Architecture 1 (5.3%)
Internet of Things 2 (10.5%)
Targeted threats
S (Spoofing) 18 (94.7%)
T (Tampering) 18 (94.7%)
R (Repudiation) 17 (89.5%)
| (Information disclosure) 17 (89.5%)
D (Denial of service) 17 (89.5%)
E (Elevation of privilege) 5 (26.3%)
Fault-Injection types
T1 (Disable functionality / system elements) | 8 (42.1%)
T2 (Manipulation of configuration) 5 (26.3%)
T3 (Credentials misuse) 2 (10.5%)
T4 (DoS injections) 6 (31.6%)
T5 (Data / resource injections) 10 (52.6%)
T6 (Environment-related) 2 (10.5%)
Not reported 3 (15.8%)
Al usage
Yes 2 (10.5%)
No 17 (89.5%)
Evaluation method
Empirical 14 (73.7%)
Analytical 1 (5.3%)
Not reported 4 (21.0%)

Targeted Threats, Fault-Injection types, Al usage, and
Evaluation Method) extracted from these studies are
listed in Table 7 and their yearly frequencies are plotted
in Fig. 3-Fig. 8.

The set of studies shows a clear emphasis on mid-
to-high TRL systems, with 12 of the 19 studies (63.2 %)
targeting TRL 4-6 prototypes, indicating that most
research focuses on mature or near-deployment sys-
tems. Early-stage systems (TRL 1-3) are represented
in five studies (26.3 %), all published between 2022 and
2024, highlighting a recent interest in applying SCE
concepts to emerging and less mature platforms. In
terms of domain coverage, Cloud platforms are the
most frequently studied (47.4 %), followed by General-
Purpose platforms (21.1%). The studies largely cover
the STRIDE elements, but Elevation of Privilege (E)
is notably under-represented, appearing in only 5 of 19
studies (26.3 %).

Fault-injection types are observed to be clustered
around certain types (T1, T5), while complex types

R. Jolak et al.: Preprint submitted to Elsevier

Page 10 of 23



SCENE Guidelines

s TRL
1-3
o Ees

NA

Number of Papers

2018 2019 2020 2021 2022 2023 2024
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Figure 5: Yearly distribution of targeted threats (STRIDE)
reported in the studies.

such as T3 (Credentials misuse) and T6 (Environment-
related faults) are much less common. This pattern re-
flects the use of simpler and widely supported fault tem-
plates over more complex environment-level injections.
Al-assisted SCE remains rare, with only two studies
(10.5%) explicitly reporting AI support. Evaluation
methods are predominantly empirical (73.7 %), while
only one study (5.3 %) employs analytical techniques.

4.2. SLR Synthesis and Gaps

The studied research shows that there is a shortage
of current SCE solutions for assessing the security
and resilience of SiS. Additionally, the complexity of
these systems makes them challenging to monitor,
maintain, and secure. This is particularly pertinent

Fault Injection
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Figure 6: Yearly distribution of fault-injection types across
studies.
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Figure 7: Yearly distribution of studies using Al-based SCE.

T/ Evaluation Method

I Analytical

4- Empirical

Number of Papers

2018 2020 2021 2022 2023 2024

Figure 8: Yearly distribution of evaluation methods across
studies.

for organizations operating large-scale production en-
vironments, which rely heavily on system uptime and
have limited tolerance for disruption. As a result,
SCE remains largely exploratory in such contexts,
with most reported evaluations confined to controlled or
laboratory environments. This indicates that there is an
opportunity for SCE to enhance resilience and security
while simplifying and automating assessment tasks.
Furthermore, challenges in system development caused
by human error and subjectivity present opportunities
for the application of SCE.

The primary area of research and application is
within the cloud domain, which can be expected since
chaos engineering was pioneered in the realm of cloud
services (e.g., Netflix). Cloud environments provide
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Summary of Synthesis and Research Gaps from the SLR

Observed Pattern

Explanation

Research Gaps

Dominance of cloud-based SCE

Limited adoption of Al-based SCE

Emphasis on DoS

Preference for fault injection over
structured security modelling

Limited real-world validation and
expert involvement

Sparse replication packages

Mature automation, observability, isolation,
and relatively low experimentation cost in
cloud platforms enable safer and repeatable
chaos experiments.

Early tooling maturity, trustworthiness, and
reproducibility, hallucination concerns, and a
lack of high-quality domain data.

DoS-like conditions are straightforward to
trigger, observe, and quantify in experiments.

Operational experiments are easier to run
than building/maintaining comprehensive
models (e.g., attack trees).

Risk of disruption, restricted access to pro-
duction data, and organizational constraints.

Resource constraints and the early maturity

Methods tailored for other domains and
tightly coupled, less observable systems
(safety-/hardware-/regulation-constrained).

Robust, validated Al/LLM-supported SCE
methods with transparency, benchmarking,
and domain datasets.

Under-representation of complex threats
(e.g., Elevation of Privilege) that are harder
to induce and measure via chaos.

Integration of systematic modelling with SCE
practices, leading to a movement toward
standardized processes and metrics.

Field studies with practitioner participa-
tion, external validity evidence, and scalable,
industrial-grade evaluations.

Reproducibility via artifacts, datasets, and

of the field.

open benchmarks to support cumulative
evidence-building.

mature automation, observability, and isolation mech-
anisms, which lower the barrier for conducting chaos
experiments and explain their dominance in the re-
viewed literature. In contrast, there is comparatively
little research applying SCE to domains such as IoT
or operational technologies, where experimentation is
more constrained due to safety, hardware, or regulatory
considerations. This suggests a gap in adapting SCE
techniques to less observable and more tightly coupled
system environments.

The studies highlight system resilience assessment
and vulnerability discovery as the two main use cases
of SCE, which align well with the identified challenges.
Although resilience improvement is listed as a third
use case, the two aforementioned use cases can also be
expected to contribute indirectly. Resilience is closely
related to availability (DoS), which is by far the most
frequently included threat class, appearing in fifteen
studies. In contrast, Elevation of Privilege is signifi-
cantly under-represented, likely due to the difficulty of
triggering and observing internal privilege transitions
through chaos-style experiments.

Two security-related topics show an interesting con-
trast in the reviewed studies: the inclusion of traditional
security methodologies and fault-injection techniques.
The former, such as attack trees, is explicitly mentioned
in only seven studies, while the latter appears in
sixteen. This contrast suggests that SCE research cur-
rently favours operational experimentation over struc-
tured security modelling, potentially limiting systematic
reasoning about attack paths and assumptions. At the

same time, the wide range of applied methods indicates
a lack of standardization in SCE practices.

An initiative by Bedoya et al. [3, 4] indicates a
promising shift in SCE through the integration of
AT and LLMs, enabling more automated and adapt-
able approaches. LLMs, in particular, show poten-
tial for automating tasks such as attack—defence tree
generation and vulnerability identification, enhancing
efficiency in DevSecOps workflows. However, further
research is needed to address limitations of LLMs
(e.g., hallucination) and to assess the applicability
of LLM-supported SCE approaches in complex and
domain-specific systems. The rarity of Al-based SCE
in the reviewed studies suggests that these approaches
remain exploratory, likely due to concerns related to
trustworthiness, reproducibility, and the availability of
high-quality training data.

A key limitation observed across the reviewed stud-
ies is the lack of human and domain expert involvement
in validating SCE approaches. In addition, evaluations
rarely employ real-world production data. This indi-
cates that many proposed techniques have yet to demon-
strate external wvalidity and scalability in operational
settings. Finally, the frequent absence of replication
packages hinders independent validation and cumula-
tive knowledge building, highlighting a broader quality
and maturity gap in current SCE research.

A consolidated overview of these observations, their
plausible explanations and the corresponding research
gaps is summarized in Table 8. This synthesis highlights
how practical constraints, methodological limitations,
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and domain-specific factors shape the current land-
scape of SCE research. It also makes explicit the areas
where future work is most needed to advance the
maturity and applicability of SCE techniques.

4.3. Online Artifact - Live SLR Repository

The SLR presented in this paper is also made
publicly available and continuously maintained in a
GitHub repository [13]. The repository contains an
up-to-date Excel spreadsheet (slr.xlsx) that holds all
the extraction tables and metadata that were produced
in the review. To keep the review living, we leverage
GitHub’s issue and action workflow. A custom issue
template has been defined, allowing anyone to submit
a new entry by providing structured data that cor-
responds to the columns in the Excel spreadsheet. A
custom-defined GitHub Action automatically converts
the issue payload into a new row in the spreadsheet in
a new branch and creates a Pull Request. Repository
maintainers review the PR, check for consistency, and,
upon approval, merge it. This workflow makes it trivial
for the community to contribute and audit, turning the
SLR into a living artifact that evolves with the state of
the field.

5. SCENE Guidelines

We developed the SCENE guidelines for systemat-
ically reporting SCE techniques and practices, based
on the characteristics listed in Table 4 and shown in
Figure 9. The guidelines synthesize insights from the
examined literature and the identified reporting gaps,
and aim to support SCE practitioners and researchers
in systematically documenting, communicating, and
assessing SCE techniques in a clear, consistent, and
reproducible manner.

The SCENE guidelines are intentionally formulated
at a higher level of abstraction. This reflects the current
state of evidence in the SCE literature, in which
the 19 identified studies are reported across hetero-
geneous application domains and levels of maturity,
often with preliminary or context-specific evaluations
and varying degrees of reporting completeness. Defining
highly granular, domain- or maturity-specific reporting
requirements at this stage would therefore risk over-
fitting the guidelines to limited and uneven empirical
evidence. Accordingly, SCENE is designed as a foun-
dational reporting guideline that remains applicable
across different SCE maturity levels and application
domains, while providing a stable structure that can be
incrementally refined as the body of empirical evidence
grows and reporting practices mature.

The reporting guidelines comprise four main cat-
egories: applicability, technical characteristics, effect,
and evaluation, where are described along with their
subcategories in detail in the following.

5.1. Applicability

The applicability category provides a comprehen-
sive understanding of the technique’s relevance, ensur-
ing that stakeholders can assess the technique’s value
and suitability for their specific needs. This category
outlines the following characteristics.

Identified Security Challenges: This characteristic is
essential for establishing the relevance of the technique
by clearly articulating the specific cybersecurity prob-
lems it addresses. Creators of SCE techniques should
describe the challenge and its nature, affected assets,
and the eventual impact. A challenge might be lack
of measures for targeting of insider threats in health
systems or lack of system architectural tactics for
controlling privilege escalation in cloud infrastructures.
Considering the nature of the challenge, this should be
specified whether it involves technical vulnerabilities
(e.g., insecure APIs), systemic issues (e.g., lack of
visibility in distributed systems), or operational chal-
lenges (e.g., access control misconfigurations). Report-
ing should also include a specification and description
of the affected assets (e.g., connectivity system, au-
tonomous driving system) and the consequences or im-
pact of not addressing the challenge (e.g., unauthorized
users may gain access to sensitive data or services).

Reporting Identified Security Challenges

The technique targets [specific challenges] and
their [nature| related to a specific [asset system)],
which if not addressed lead to [consequences].

Contribution or Goal of the SCE Technique: The
contribution or goal of an SCE technique defines its
intended purpose and the value it brings to cyberse-
curity practice. Contributions can vary depending on
the nature of the technique. Examples of contribution
include; improving threat detection accuracy, reducing
response time, enhancing system resilience, automating
security tasks, or supporting compliance with specific
standards. Reporters should report the contribution by
describing both the functional and strategic goals of
applying the SCE technique on the targeted system
(i.e., use case). Functional goals are specific technical
capabilities the SCE technique is designed to perform
such as, detecting anomalous behaviour in real-time,
encrypting data, or managing access controls. While
strategic goals represent a broader impact or value
the technique aims to achieve within an organiza-
tional or operational context, such as improving system
resilience, reducing operational costs, or supporting
regulatory compliance. It is important to provide a
contextual information about the use case and tar-
geted system for the reader to understand the scope
of the SCE application. It is also helpful to specify
the targeted quality attributes or objectives, such as
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Figure 9: Proposed characteristics for reporting SCE, which form the basis for SCENE guidelines [13] .

performance improvements (e.g., achieving 95% detec-
tion accuracy), scalability (e.g., supporting deployment
across distributed systems), or usability (e.g., requiring
minimal configuration by end-users).

Reporting Contribution/Goal of the Technique

The goal of the technique is to [strategic goal]
and [functional goal]. The technique targets
these [quality objectives] for this [targeted sys-
tem] and [use case].

Application Domain: Defining the application do-
main helps situate the technique within a specific oper-
ational context, guiding users on where it is most effec-
tive. Domains can include sectors such as healthcare, fi-
nance, transportation, industrial control systems, cloud
computing, IoT, or embedded systems. When reporting
the application domain, reporters should describe any
domain-specific constraints. In telecommunications, ap-
plication domain constraints often revolve around the
need for ultra-low latency, high availability, and strict

adherence to communication protocols like 5G stan-
dards. In automotive, applications often impose con-
straints related to real-time safety-critical processing,
CAN bus integration, and compliance with standards
like ISO 26262.

Reporting Application Domain

The technique is designed for [domain], where
[specific constraints] apply.

5.2. Technical Characteristics

This category describes the implementation-specific
and operational aspects of a SCE technique. It outlines
the following characteristics.

Pre-requisites: This characteristic outlines the base-
line conditions required before the technique can be ap-
plied, helping researchers and practitioners understand
what must be in place for successful implementation.
Prerequisites can be contextual, operational, and/or or-
ganizational. Contextual prerequisites include software
architecture of the SCE tool, dependencies, integration
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requirements, acts or specifics related to regulatory
compliance, and critical assets of the system where the
technique is to be applied. Operational prerequisites
include actions that are required for a successful in-
tegration and deployment of the SCE tool. These can
be e.g., establishing integration between some specific
assets within a specific environment to enable data
flow or ensure a correct functioning of the technique.
Organizational prerequisites include specific domain
knowledge or expertise related to the users of the
SCE tool. For example, knowledge in thread modelling
is required before applying the developed SCE tool.
Pre-requisites should be explicitly reported. This helps
define the baseline conditions clearly, enabling accurate
setup and minimizing the risk of misinterpretation by
future researchers or practitioners.

Reporting Pre-requisites

There exist [contextual], [operational], and/or
[organizational] pre-requisites for a successful
application of the technique.

Required resources: Reporting on the required re-
sources helps researchers and practitioners in assessing
whether the SCE method is feasible in their context.
Required resources should outline the technical and
infrastructural inputs necessary to implement or repli-
cate the technique. These resources may include hard-
ware (e.g., CPUs, GPU-enabled servers, or embedded
devices), test environments and infrastructures (e.g.,
virtual machines, cloud platforms, or sandbox setups),
software and dependencies (e.g., open source software,
specific operating systems, libraries, platforms, or sys-
tem source code), and datasets (e.g., network traffic
logs, vulnerability databases, or threat intelligence).

Reporting Required resources

The technique requires [hardware resource],
[software Tesource], linfrastructure resource],
and/or [data resource].

Attack scenarios: Attack scenarios help stakeholders
understand the adversarial conditions the technique
is designed and evaluated to withstand and assess
whether those conditions align with their own threat
landscape. These attack scenarios should report infor-
mation about the attack goals, attack-defence trees,
attack techniques and capabilities, constraints, and/or
conditions of the target system. Reports should explain
the rationale behind the selection of attack scenarios
(e.g., relevance to domain or prevalence in real-world
incidents), map them to established threat models,
e.g., MITRE ATT&CK, and clearly state assumptions
made (e.g., attacker has access to internal logs or can
intercept network traffic).

Reporting Attack scenarios

The attack scenarios considered by the tech-
nique include [scenario] that are selected based
on the following [rationale] and [assumption(s)].
These scenarios are mapped to [threat model(s)].

SCE approach: Clearly describing the SCE approach
adopted in a study is essential for building confidence in
the methodology, ensuring transparency, and enabling
reproducibility. This characteristic helps stakeholders
understand the nature and structure of the technique,
whether it is a novel contribution or adaptation of
an existing method. The SCE reports should justify
and provide details about the selected approach or
process, along with how the adoption of the approach
can be integrated into the DevSecOps life-cycle. These
details should be self-contained including a detailed
explanation of the main activities or steps that are
required to conduct the SCE.

Reporting SCE Approach

The technique is based on [method/process],
selected due to [rationale], and consists of these
[steps/activities].

Technology Readiness Level (TRL): Reporting the
TRL of an SCE technique provides readers with a
clear understanding of its maturity and proximity to
real-world deployment. TRL is a standardized metric
that indicates whether a technology is conceptual,
validated in a controlled environment, or proven in
operational settings. This helps stakeholders assess the
applicability of the technique to their own systems
and determine the level of investment or adaptation
required. Authors should specify the TRL based on an
established standards (e.g., [22]), and provide evidence
supporting the assessment, such as proof-of-concept
results, lab experiments, pilot deployments, or field
trials. For instance, a technique tested in a simulated
environment with synthetic data may be classified as
TRL 4, while one deployed in a live enterprise network
with real-time monitoring may reach TRL 7 or higher.

Reporting TRL

The technique is assessed at TRL [level], based
on [standard], supported by [evidence such as

test results, deployment context, or stakeholder
feedback].

Use of AI: When Al is used in an SCE technique,
it introduces both powerful capabilities and potential
limitations, making it essential to clearly document its
role and implementation. Reporting the use of AI helps
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stakeholders understand how intelligent components
contribute to the technique, whether for detection, sim-
ulation, decision support, or adaptive response. More-
over, it allows for critical evaluation of performance, re-
liability, and bias. Authors should specify the type of Al
models used (e.g., supervised learning, reinforcement
learning, deep neural networks), the training data (e.g.,
labelled datasets, synthetic logs), and the configuration
details (e.g., hyper-parameters, feature selection meth-
ods, model architecture). It is also important to justify
the choice of Al techniques by explaining why they
are suitable for the problem space (i.e., enhancing the
cybersecurity resilience of a domain-specific system)
and solution space (i.e., technical and implementation
decisions), and to highlight any limitations such as
data imbalance, explainability issues, or susceptibility
to adversarial inputs. With the increasing adoption of
LLMs in software engineering practices [16] and in cy-
bersecurity research [23], it is essential to transparently
report how these models are used within an SCE study.
This includes specifying the particular LLM employed,
the data used to train the model (if not a pre-trained
model is used), and whether the model has been fine-
tuned or extended using techniques such as Retrieval-
Augmented Generation (RAG). Considering the data,
authors should report types of data that are useful for
conducting SCE experiments. The data depends on the
investigated problem space and aim of the SCE study,
and might include e.g., targeted system data, common
vulnerabilities, common weaknesses, Threat Analysis
and Risk Assessment (TARA) reports, cybersecurity
standards, and other threat intelligence. In addition,
the prompts used in the SCE study should be clearly
documented, as different prompting strategies can have
a substantial impact on the quality, consistency, and re-
liability of the generated outputs [17]. Furthermore, it is
important to clearly describe the tasks for which LLMs
are applied and to explain how common limitations,
such as hallucinations, are identified and mitigated.
Finally, when integrating AI models into a process,
SCE studies should report how existing workflows are
adapted or redesigned, including where human-in-the-
loop involvement is incorporated and how the quality
of Al-generated outputs is assessed or validated.

Reporting Use of Al

The technique uses [AI model(s)] trained on
[dataset(s)], configured with [parameters or/and
fine-tuning approach or/and prompts] to per-
form [function(s)]. The choice is motivated by
[rationale] with limitations including [limita-
tions]. The Al-based process is [fully auto-
mated or involves human-in-the-loop]. Finally,
the quality of the Al-generated outputs are as-
sessed or validated using [validation approach].

5.3. Effect

This category helps in assessing the impact and
effectiveness of the SCE technique. This information
is essential for stakeholders to evaluate the robust-
ness of their security measures and identify potential
vulnerabilities. This category outlines the following
characteristics.

Targeted Security Threats and Attacks: Identify-
ing the specific security threats and attacks that the
technique aims to mitigate is crucial for assessing its
relevance and effectiveness. This allows stakeholders to
determine whether the technique addresses the risks
most pertinent to their systems. Reporters should
report the threats using established threat modelling
frameworks such as STRIDE (Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service,
Elevation of Privilege).

The technique targets [threat type] and/or [at-
tack type].

Types of Injected Faults: Describing the types of
faults the technique is tested against provides insight
into its resilience and fault tolerance. This is impor-
tant for understanding how the technique behaves un-
der stress, misconfiguration, or malicious interference.
Faults can include manipulation of system configura-
tions, disabling of security features, data corruption,
protocol violations, or resource exhaustion. Beside the
type of fault, reporters should report the execution
contert during which the fault was introduced (e.g.,
compile time, deployment time, or runtime).

The technique is tested by injecting [type of
fault] during [ezecution context].

5.4. Evaluation

Finally, the Evaluation of the SCE technique should
be comprehensively reported since it helps to under-
stand how well a SCE technique works. By reporting
the sub-categories below, authors make their work
transparent and credible.

Fvaluation Type/Method: Reporting the type or
method of evaluation clarifies how the SCE technique is
validated. Authors should specify whether the evalua-
tion is analytical (e.g., formal reasoning, mathematical
modeling), empirical (e.g., experiments with real-world
data or systems), or hybrid (a combination of methods).
Moreover, they should explain the rationale behind the
chosen method, which helps readers understand why
the evaluation method is selected.
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Reporting Evaluation Method

Reporting Evaluation Results

The technique is evaluated using [method: an-
alytical /empirical /both] that is selected due to
[rationale].

Evaluation Description: A transparent description
of the evaluation approach is essential for enabling
reproducibility, critical assessment, and contextual un-
derstanding of the SCE technique’s validation. Authors
should clearly explain what is evaluated, such as re-
silience to attacks, detection accuracy, fault tolerance,
or system recovery. Moreover, authors should detail
the specific evaluation design or protocol by describing
the experimental setup (e.g., testbed configuration,
simulation environment), the data used (e.g., real-world
logs, synthetic datasets), and any replication materials
provided (e.g., scripts, configuration files, or open-
source packages). Authors should justify the choices
the made for the evaluation design by linking them to
the study’s objectives and constraints, and report the
evaluation steps in a structured format.

Reporting Evaluation Description

The evaluation of the technique assessed [aspect]
using [setup], selected due to [rationale], and
conducted with [tools/data].

FEvaluation Metrics: Evaluation metrics provide ob-
jective criteria to measure the effectiveness, efficiency,
and/or reliability of an SCE technique. Reporting
them clearly allows for consistent comparisons across
studies and helps stakeholders understand the trade-
off involved. Authors should define each metric used,
explain its relevance to the study’s goals, describe
what it captures, and detail how it is measured.
Common metrics include time-to-detect, false positive
rate, fault coverage, performance degradation, resource
utilization, and system recovery time.

Reporting Evaluation Metrics

Metric [name] is used to measure [aspect], cal-
culated using [method], and selected because
[justification).

FEvaluation Results: Evaluation results provide con-
crete evidence of how the SCE technique performed
under the tested conditions, validating its intended
goals. Authors should summarize key findings, explain
their significance for system resilience or security as-
surance [24], and relate them back to the study’s
objectives. Results should highlight both strengths and
limitations, avoiding selective reporting.

The evaluation showed that the SCE technique
achieved [key result(s)].

Lessons Learned: Lessons learned provide actionable
insights beyond raw results. Authors should articulate
what is discovered during evaluation (e.g., unexpected
system behaviours, methodological challenges, tooling
limitations), analyse the pros, cons, and side effects
(e.g., system overload, service disruption, and/or var-
ious risks) of the techniques used. Moreover, the au-
thors should report why the insights are important for
improving practice, and how they can inform future
SCE techniques or applications. This reflection adds
practical value and supports knowledge transfer across
the community.

Reporting Evaluation: Lesson Learned

Lesson learned from the application and evalu-
ation of the technique include [insight], [pros],
[cons], and/or [side effect(s)].

6. Evaluation of the SCENE Guidelines

In this section, we present and discuss the results
of the evaluation of the SCENE guidelines. First, we
report feedback on the guidelines from researchers and
practitioners. Second, we describe the findings from
mapping SCENE to established guidelines. Third, we
report the implications to research and practice. Last,
we discuss the threats to validity.

6.1. Feedback from Researchers and
Practitioners

Figure 10 shows the distribution of the answers
of the participants on the closed-ended evaluation
questions. The figure shows that the perceptions of the
participants on the usefulness, understandability, prac-
ticality, and completeness of the SCENE guidelines are
positive. Indeed, the majority of the participants agree
that the guidelines are useful (87%), understandable
(74%), practical (65%), and complete (60%).

The answers to the open-ended evaluation questions
are collaboratively analysed and interpreted by three
authors of this study. The results are presented in the
following sections.

Usefulness. SCENE is considered as highly valuable,
particularly for researchers, because it offers a struc-
tured and easy-to-follow process for SCE. The inclu-
sion of a comprehensive template is seen as a major
strength, ensuring that critical aspects are not over-
looked. The participants appreciated the systematic
approach and its potential to standardize reporting in
this emerging field. However, two concerns were raised.
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Usefulness: the guidelines help creators of security chaos engineering (SCE) techniques in promoting
a clearer reporting, better reproducibility, and improved communication of the developed technique.

B Strongly Disagree Disagree Neither Disagree Nor Agree Agree W Strongly Agree
4% 9% 61% L e%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Understandability: the guidelines can be easily interpreted and applied by creators and users of SCE

techniques.
B Strongly Disagree Disagree Neither Disagree Nor Agree Agree W Strongly Agree
9% 17% 57% I 2 T
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Practicality: the guidelines can be realistically followed given typical constraints e.g., data availability
or organisational policies.

B Strongly Disagree Disagree Neither Disagree Nor Agree Agree W Strongly Agree
4% 30% 52% L13%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Completeness: the guidelines cover all the essential elements needed to comprehensively report a
security chaos engineering technique.

B Strongly Disagree Disagree Neither Disagree Nor Agree Agree W Strongly Agree
9% 30% 43% I L7 N
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 10: Results of the evaluation of the SCENE guidelines.

First, the placement of application domain in the appli-
cability section was questioned by one participant, as
these are viewed as foundational elements that should
perhaps come earlier. Second, one participant noted
that the evaluation part was not immediately clear,
indicating a need for more guidance or explanatory
details.

Understandability. SCENE is generally perceived as
clearly presented and easy to follow at a high level,
especially due to the clear categorization and consistent
terminology. However, several comments highlight that
while the overall structure is understandable, applying
it in practice may be challenging. One participant
expressed uncertainty about the appropriate level of
abstraction when creating documentation and noted
that some terms, such as "Use of AI" lack sufficient
explanation. The guidelines were described as a good
skeleton but needing more details to ensure correct
interpretation. Moreover, one participant mentioned
that some characteristics overlap or intersect, making
it difficult to determine where specific information
belongs. For example, prerequisites, required resources,
and attack scenarios are closely related, which may

lead to confusion when deciding under which SCENE
characteristic certain details should be reported. Fi-
nally, one participant noted that, for non-researchers,
the evaluation method may be difficult to interpret
and that the concept of TRL levels is not widely
understood.

Practicality. SCENE is seen as potentially very prac-
tical because its standardized approach can help prac-
titioners cover critical aspects of system security. The
guidelines are considered as realistic to follow in most
research and industrial contexts. However, several com-
ments point out that the guidelines currently operate
at a high level of abstraction, requiring users to have
significant expert knowledge to apply them effectively.
For example, knowing which specific fault injection
techniques to use in a given context. One participant
believes that SCENE itself is not the main limiting
factor; rather, the challenge lies in practitioners’ will-
ingness to document their ideas thoroughly.

Completeness. SCENE is viewed as providing a solid
foundation. Moreover, it is considered as mature and
well-scoped at this stage rather than overly complex.
However, several comments indicate that it currently
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lacks sufficient depth and detail to be considered fully
complete. While the structure is appreciated, one par-
ticipant feels that more specific guidance is needed for
each section to avoid ambiguity and ensure consistent
interpretation. Suggestions from another participant
included adding detailed explanations for all elements,
clarifying the intended level of abstraction, and provid-
ing concrete examples or sample reports to illustrate
how SCENE should be applied in practice.

Interpretation. The feedback on SCENE was posi-
tive. Many expressed appreciation for the concept and
its potential to bring structure to SCE reporting. The
reported shortcomings across all evaluation aspects can
largely be explained by the evaluation context and
design. Indeed, SCENE was intentionally presented
at a conceptual level to keep the evaluation within
approximately 15 minutes. Accordingly, evaluators did
not have detailed instructions, examples, or full ex-
planation of the guidelines, which naturally led to
comments about missing details, ambiguity, and lack of
clarity in certain terms or sections. Moreover, without
providing practical examples or real-world scenarios
in the evaluation material, evaluators might have had
to imagine how SCENE would work in practice. This
likely amplified concerns about applicability, level of
abstraction, and completeness.

6.2. Mapping the SCENE to established
software engineering guidelines

The mapping between SCENE and the reporting
guidelines of Jedlitschka et al. is presented in Table 9.
The results indicate that SCENE is largely compatible
with existing methodological guidance. As seen in Table
9 SCENE steps align well with the corresponding
items in Jedlitschka et al’s framework, suggesting that
SCENE does not contradict established practices.

Table 10 presents the outcome of comparing SCENE
against the issues identified by Kitchenham et al. in
their evaluation of Jedlitschka et al’s guidelines. This
analysis shows that SCENE can address several of
the gaps noted by Kitchenham et al., particularly
in relation to questions that help practitioners assess
the applicability of experimental results in real-world
settings. For example, SCENE prompts reporting on
study context, participant characteristics, and practical
relevance, all of which contribute to bridging the gap
between academic studies and industrial use.

6.3. Implications for researchers and
practitioners

From an industrial practitioner’s point of view, the
technical characteristics of the tool/framework used in
a study are one of the most interesting and important
aspects. TRL and related attributes such as reliability
and credibility related to the company, organization, or
group of individuals behind the tool or technology in
question are crucial. For example, it is unlikely that a

well-established company will allow their operations to
rely on tools with a low TRL, or when the provider
of the tool lacks credibility. A case in point is the
TRL characteristic that was missing in most papers.
Following SCENE in a stringent manner would address
a topic that otherwise tends to become a measured per-
ception of technical characteristics such as TRL. From
the perspective of practitioners, SCENE is considered
to cover areas in SCE study reporting that will aid in
implementing SCE techniques and integrating these in
daily work flows.

Beyond technical maturity, the explicit reporting of
threat coverage has important practical implications.
Our SLR indicates that certain threat classes, such
as Elevation of Privilege, are rarely targeted in ex-
isting SCE studies, despite their relevance for real-
world security incidents. For practitioners, such blind
spots can lead to a false sense of security if SCE
experiments primarily focus on externally observable
failures (e.g., availability or data exposure) while in-
ternal privilege-related weaknesses remain untested. By
requiring the explicit documentation of targeted threats
and assumptions, SCENE encourages researchers and
practitioners to consciously reflect on which threat
classes are addressed and which are omitted, thereby
promoting more balanced and comprehensive SCE
experimentation over time.

Furthermore, SCENE emphasizes reporting how
SCE techniques (including those involving AI) can be
embedded within the DevSecOps lifecycle and its asso-
ciated processes, while explicitly considering human-in-
the-loop and the impact of Al usage on workflow inte-
gration. This enables practitioners to better anticipate
the effort and resources required not only to adopt SCE
techniques, but also to effectively integrate them into
existing development and security processes.

In addition, Table 10 shows how the guidelines are
aligned with the questions highlighted by Kitchenham
et al. [18] that relate to industrial practitioners, hence
SCENE is considered as complementary to established
reporting guidelines, closing the gap between SCE
research and practice.

6.4. Threats to Validity
This study is subject to threats to its construct,
internal, external, and reliability validity.

6.4.1. Construct Validity

Construct validity concerns the extent to which the
collected data accurately reflect what the researchers
intended them to represent in the study. The literature
review is conducted by involving four search databases,
namely TEEE Xplore, ACM Digital Library, Web of
Science, and Scopus. Nevertheless, there is a risk of
not considering a representative set of relevant studies.
To complement the review and ensure broader coverage
of relevant studies, we employ the snowballing search
approach [40].
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Mapping SCENE to guidelines for reporting experiments in software engineering

Category Characteristic

Corresponding Section

Applicability

Technical Characteristics  Pre-requisites

TRL

Attack scenarios
SCE approach
Required resources

Identified security challenges
Contribution or goal of the SCE technique
Application Domain

Introduction — Problem statement

Introduction — Research objective

Introduction — Context

Introduction — Context

Introduction — Context (Can also be in Research objectives)
Experiment planning — Experimental unit

Experiment planning — Design and Procedure

Experiment planning — Procedure and Execution — Preparation

Use of Al Experiment planning — Procedure
Effect Targeted security threats and attacks Experiment planning — Experimental material
Type of injected faults Experiment planning — Experimental material
Evaluation Type or Method Experiment planning — Analysis procedure
Approach or Description Experiment planning — Analysis procedure
Evaluation Metrics Experiment planning — Hypothesis, parameters, and variables
Results Analysis — Hypothesis testing
and Analysis — Descriptive statistics
and Discussion — Evaluation of results and implications
Lessons learned Discussion — Lessons learned
Table 10

How the SCENE guidelines complement existing experiment reporting guidelines by addressing practitioner-oriented questions

and perspectives.

Question

Addressed by

Is the paper easy to find?
How can the results be used in practice?

Is the availability of required support
environment clear?

Are any technology pre-requisites speci-
fied?

Are the experience or training costs re-
quired by development staff defined?
Are any risks associated with adoption
defined?

Do the results scale to real life?

Is the experiment based on concrete ex-
amples of use/application or only theoret-
ical models?

Is the new approach, technique, or tech-
nology well described?

Does the paper make it clear what com-
mitment is required to adopt the technol-
ogy?

Are Technology Transfer issues dis-
cussed?

We have created a live SLR with the possibility for researchers to include their SCE papers
in the future, which makes finding a relevant SCE study easier for practitioners.

SCENE supports this by including the TRL level, the pre-requisites, and the required resources
in SCENE.

The pre-requisites and the required resources characteristics include reporting on the required
tool support and their availability.

SCENE has a dedicated part to report pre-requisites for the technology (SCE) used.

The required resources part of SCENE include the required experience and potential training
required to conduct the SCE study.

In the lessons learned characteristic of SCENE, it is explicitly recommended to report side-
effects, including the risks of the SCE technology adoption.

The TRL level gives an indication for practitioners about the scalability of the results to
real-life.

SCENE includes characteristics that provide information about the targeted system and use
case in which the SCE study takes place. This includes reporting whether the case is from
real-life or in an experimental/lab setting.

In SCENE, the main technology is SCE, and there is a specific characteristic to describe the
used SCE approach.

SCENE stresses the reporting on pre-requisites, TRL, use of Al, and required resources. This
makes it easier for a practitioner to decide if the approach is applicable in their context and
whether it would require a process change. Reporting on process changes based on an applied
technology is out of scope of an SCE paper, and would rather be a stand-alone work.

In the identification of security challenges, SCENE requires reporting motivations for using
SCE to address the cybersecurity challenges.

Discretizing continuous properties, e.g., the mea-
surements of agreement level when evaluating the
qualities of the guidelines could pose a threat to
construct validity. However, this potential issue was
examined using balanced Likert scales and found not
to compromise the integrity of the measurements [29].

Part of the SCENE guideline evaluation involved
mapping them to established software engineering ex-
periment guidelines. We chose Jedlitschka et al. [12] due
to their wide adoption (500+ citations at the time of
this study) and focus on both conducting and reporting

experiments. To reduce selection bias, we also drew on
Kitchenham et al’s [18] evaluation that identifies gaps
in Jedlitscka et al’s guidelines and discuss how SCENE
addresses them.

6.4.2. Internal Validity

Internal validity concerns efforts made to ensure
that possible confounding factors are identified and
alleviated. Three researchers (i.e., three authors of this
study) conducted the inclusion and exclusion of studies
for the systematic literature review. As this process
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involves subjective judgment, it poses a potential threat
to the reliability of the review. To mitigate this threat,
the three researchers performed a quality control of
the review by independently analysing a sample of 30
studies i.e., 10.5% of the total retrieved studies. The
analysis resulted in an inter-rater agreement coefficient
(Fleiss’s kappa) of 0.8 which indicates almost perfect
agreement according to [20]. The differences in the
considered studies (i.e., disagreements) are discussed
and resulted in a clarification of the inclusion and
exclusion criteria.

The level of expertise and experience in cybersecu-
rity of the evaluators may affect their comprehension
and evaluation of the framework. To account for this,
we decided to get feedback from individuals working
in both academia and industry. These contacted eval-
uators have a diverse range of expertise e.g., high,
medium, and low. This approach was intended to
enhance realism, recognizing that not all the evaluators
possess advanced knowledge in cybersecurity. More-
over, involving evaluators with varying backgrounds
enables the collection of more diverse and meaningful
feedback regarding the framework’s understandabil-
ity, usefulness, practicality, and completeness. These
feedback might be overlooked if only experts were
consulted.

The way the framework is presented (Figure 9) may
have influenced the understanding and subsequent eval-
uation thereof. To mitigate this, we ensured that the
presentation is clear and well-structured. Additionally,
the feedback on the framework’s understandability is
generally positive, suggesting that any potential impact
from presentation-related factors is minimal.

6.4.3. External Validity

External validity concerns the extent to which re-
sults of a study can be generalized. Factors such as the
clarity, scope, and complexity of evaluation questions
may have limited the generalizability of the results. To
mitigate this threat, we encourage the replication of
the study. Additionally, the evaluators were recruited
through existing contacts and collaborators recruited
via a convenience sampling method. While the number
of evaluators may be considered limited, this is not
viewed as a significant threat, as the primary objective
of the evaluation was to gather preliminary qualitative
insights rather than to generalize findings across a
broader population.

A second potential threat arises from our deci-
sion not to collect demographic or detailed profes-
sional background information about participants. This
choice was intentional to preserve anonymity, reduce
response biases, and align with ethical considerations
related to privacy and data protection. However, this
limits the extent to which the feedback can be gener-
alized to the cybersecurity community. Without more

granular demographic or role-specific data, it is not pos-
sible to determine whether the perspectives gathered
are representative of particular domains, industries, or
organizational contexts. Consequently, although partic-
ipants possessed substantial cybersecurity experience,
the lack of detailed background information may re-
duce the ability to generalize the findings to broader
populations or to compare responses across different
practitioner profiles.

Traditional SLRs face the risk of quickly becoming
obsolete over time. To mitigate this risk, we aimed
for and created a live SLR. Indeed, by continuously
incorporating newly published studies, the live SLR
enhances external validity through improved generaliz-
ability and relevance to current research and practice.

6.4.4. Reliability

Reliability refers to the extent to which a study’s
operations can be replicated by other researchers,
yielding consistent results. To support reproducibility,
we provide a detailed account of the approach used
in conducting the systematic literature review. Ad-
ditionally, we describe the evaluation process of the
framework, including the contextual introduction and
the evaluation questions. These comprehensive details
are intended to facilitate replication of the study under
comparable conditions.

7. Conclusion

Security Chaos Engineering (SCE) is an approach
for enhancing the resilience of systems. Several SCE
techniques are proposed in literature, but their diver-
sity underscores the necessity for a collective analysis
to uncover valuable practices and potential research
opportunities. Thus, we conduct a systematic review
and collect 414 studies, from which we identify 19 SCE
techniques for analysis. The results show a limited and
unsystematic investigation of SCE by the community.
Accordingly, we develop SCENE;, a set of guidelines de-
signed to systematically report SCE practices, aiming
to support the clarity, consistency, and reproducibility
thereof. SCENE is evaluated by cybersecurity prac-
titioners and active researchers in the field, and is
mapped to established methodological guidelines. The
results indicates that SCENE is perceived positive in
terms of usefulness, understandability, practicality, and
completeness. SCENE is also found to complement es-
tablished experimental reporting guidelines and bridge
the gap between academic studies and industrial use.

7.1. Future Work

While the SCENE guidelines are intentionally de-
fined at a foundational level, an important direction
for future work is the systematic increase of their gran-
ularity as the empirical maturity of the field advances.
In particular, the current formulation of SCENE does
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not explicitly differentiate between security chaos engi-
neering practices applied at different stages of system
maturity (e.g., early exploratory systems versus more
operational and mature deployments), nor does it
provide domain-specific refinements for settings such
as cloud-based systems or IoT environments.

Building on the insights from the live SLR, future
work will leverage the continuously updated body of
empirical evidence to identify systematic variations
in how SCE techniques are reported, evaluated, and
applied across maturity levels and domains. As the
number of studies evaluating SCE in operational and
production environments grows, this evidence will en-
able the derivation of a refined second iteration of the
guidelines with more fine-grained reporting guidance
grounded in observed practice rather than speculation.
Furthermore, emerging trends such as the increasing
integration of Al-driven mechanisms in SCE will be
systematically analysed to assess their implications
for reporting, evaluation, and reproducibility of SCE
techniques.
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