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Sof tware-defined vehicles  
(SDVs)1 represent a significant  
evolution in the automotive 
industry, transitioning from 

traditional hardware-centric vehicles 
to software-driven mobility solutions. 
This shift is driven by the growing 
demand for 1) advanced features such 
as advanced driver-assistance systems 
and predictive maintenance, 2) con-
nectivity such as over-the-air (OTA) 
updates, cloud services integration, and 
vehicle-to-everything (V2X) communi-
cation, and 3) automation capabilities 
such as self-driving and self-parking in 
modern vehicles. SDVs leverage soft-
ware (Figure 1) to manage and enhance 
vehicle operations, allowing for con-
tinuous updates and improvements 
throughout the vehicle’s lifecycle. This 
enhances the functionality and user 
experience. Moreover, it opens new 
avenues for innovation and business 
models within the automotive sector.

The engineering of SDVs is inher-
ently complex and presents numer-
ous technological, organizational, 

and cultural challenges. One of the 
primary challenges is increased soft-
ware complexity. As vehicles tran-
sition from hardware-centric to 
software-driven systems, the amount 
of code and software components 
grows steadily. In addition, managing 
software updates and cultural gaps 
and maintaining compliance with 
international standards and regula-
tions are critical concerns that require 
robust and efficient processes. The 
rapid pace of technological change 
further exacerbates these challenges, 
which demands an adaptable and 
effective engineering process to keep 
up with evolving requirements and 
market expectations.

Several studies investigate the 
challenges associated with the engi-
neering of SDVs. Goswami2 assesses 
the state of SDVs and explores the 
current trajectory and execution 
challenges of SDVs, highlighting the 
need for a comprehensive approach 
to software development and integra-
tion. Keßler et al.3 discuss technical 

and organizational challenges to the 
engineering of SDVs. They empha-
size the need for careful selection and 
implementation of software and elec-
tronic/electrical (E/E) architectures, 
with a focus on virtualization and 
containerization to ensure encapsu-
lation, independence, and security. In 
addition, they highlight the need for 
agile and accelerated software devel-
opment processes, highlighting the 
role of DevOps in improving devel-
opment speed and quality. Liu et al.4 
review the technological advance-
ments of SDVs and their impact on the 
automotive industry’s value ecology. 
They state that the outdated research 
and development (R&D) model, back-
ward enterprise capability, and com-
bination of industrial ecological 
resources from different companies 
are three major challenges that hin-
der the transformation of the enter-
prise capability and the realization 
of SDVs.

According to the Business, Archi-
tecture, Process, and Organization 

FIGURE 1. The concept of SDVs. OEM: original equipment manufacturer; SW: software; HW: hardware. 
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(BAPO) model5 (Figure 2), there are 
four software engineering concerns 
that help organizations ensure that 
their structure and operations are 
aligned with their strategic objec-
tives, leading to more effective and 
innovative outcomes. Business is the 
most critical concern, and business 
goals must be established correctly 
from the start. The next concern is to 
establish the architecture, including 
the technology choices and structure 
to develop systems. The architecture 
then serves as the foundation for the 
process, that is, ways of working and 
development practices. Finally, the 
organization, including the teams 
and departments, accommodates and 
follows the process.

To remain competitive and achieve 
the business goals of their SDV 
endeavor, we argue that automotive 
original equipment manufacturers 
(OEMs) must adopt new strategies and 
undergo significant changes in the 
interdependent software engineer-
ing concerns: architecture, process, 
and organization. In this article, we 
outline the business goals associated 
with SDVs and highlight their impli-
cations for other engineering con-
cerns by offering our insights into the 

challenges, opportunities, and future 
of SDV engineering.

BUSINESS GOALS
As in many other business domains, 
there is a need for the automotive 
industry to adapt to a changing 
world. Of particular importance for 
automotive companies are the shift 
from internal combustion engines 
to electric power trains and the 
increased focus on software and 
connectivity.

Being able to enhance the vehicle 
users’ experience by updating the soft-
ware represents a major shift in busi-
ness goals. Instead of developing new 
vehicle models every few years, the 
shift to SDVs gives the possibility to 
add new features continuously during 
an individual vehicle’s lifetime. Cou-
pled with connectivity, it also provides 
the opportunity for data-driven fea-
ture development. Here data from cars 
in the field can be leveraged, for exam-
ple, to perform A/B testing to inves-
tigate different new features as well 
as to evaluate new features with data 
from real-world scenarios.

SDVs also enable a software-driven 
aftermarket, where the OEM, as well 
as third parties, could sell software 

components that enable new func-
tionality. It is likely that much of this 
new functionality will be driven by 
new ways of increasing user satisfac-
tion and safety, for example, by taking 
advantage of connected infrastructure 
and vehicles.

These shifts, however, bring with 
them an increased cost for software 
development and maintenance. There 
is a need to have common software 
baselines and components, with con-
tinuous updating, that are reused 
across vehicle models and even types 
and over a long period of time. To 
enable continuous updating, it is also 
important to future-proof the com-
puter hardware in the vehicle; it is no 
longer possible to look for the simplest 
hardware that can meet the require-
ments. The hardware must be able to 
accommodate the needs of software 
that will be developed a few years into 
the future.

Predictive maintenance and 
monitoring of vehicle status are 
other important business drivers for 
SDVs. This is of particular impor-
tance for trucks and heavy-duty 
vehicles, where the f leet owner faces 
significant losses if the vehicle is 
unable to perform.

FIGURE 2. The BAPO model: structuring organizations to ensure that business goals drive all the other engineering concerns.
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ARCHITECTURE

Long-living complex 
architectures
One challenge is the uncertain future 
requirements for SDVs during their 
complete lifetime, which can span up to 
30 years, including design, production, 
and usage. Currently, it is unclear what 
the customer requirements for SDVs 
will be 10 years from now, although this 
affects infrastructure, architecture, and 
supply chains. For instance, the compu-
tational power of the hardware needs to 
be overprovisioned such that it can sup-
port future functionality. Furthermore, 
stricter legal requirements, for exam-
ple, by the European Union, like “OTA 
update” management regulation6 or 
cybersecurity regulations,7 oblige auto-
motive manufacturers to redefine entire 
concepts. Additional important chal-
lenges are cultural. Automotive manu-
facturers need to overcome the grown 
structures and silos of their heritage 
and aim for generic software solutions 
that serve for more than one use case 
and are viable for long-term use. To this 
end, efficient cross-discipline collabora-
tion and management (system, software, 
electric/electronic, and mechanical) 
are required. This leads to additional 

technical challenges. Today, there are 
many dependencies, which may not be 
documented, between software compo-
nents that complicate decoupling them 
for improved reuse and independent 
development. Since hardware compo-
nents have a finite lifetime, they need 
to be exchanged at some point in time. 
Therefore, the software needs to be 
decoupled from the hardware that it is 
running on. This may lead to compatibil-
ity issues, signal interface changes, and 
novel software allocations that create 
disruptions in software architectures.

Important qualities of 
SDV architecture
These long-living and complex architec-
tures demand to shift the focus of SDV 
architectures toward novel qualities. 
One important quality for the develop-
ment of SDVs is maintainability, which 
also relates to the evolvability and 
updateability of all software parts. This 
should also be supported over “30 years 
of the lifetime of a vehicle” from its ini-
tial design until its retirement. Another 
important concern is cybersecurity, 
which is especially hard because auto-
motive software is complex and should 
be updated regularly. For instance, to 
meet the demands of the evolving threat 
landscape, the vehicle’s security con-
trols need to address new and evolving 
threats or vulnerabilities. Moreover, 
SDVs’ availability has become a sophisti-
cated issue. For instance, because of elec-
tronic control unit (ECU) wakeups for 
some random applications, which come 
due to complex architectural design, 
battery drainage has become a common 
problem. In addition, safety becomes 
significantly important because of the 
increased interaction between software 
and hardware. Safety can go both ways—
enhancement or disaster. Furthermore, 
software performance needs to be 

optimized, for instance, optimizing the 
scheduling, allocation, interprocess, 
dependencies, and communication 
load and avoiding bugs in the software 
through more testing, validation, and 
coverage of corner cases.

Data-driven safety functions
One challenge is that safety require-
ments engineering needs to become 
compatible with a software supply chain 
that is at least partially open source. 
Open source has the advantage that it 
can be a culture change driver and can 
improve the code quality. A technical 
challenge is that the redundancy of the 
solutions needs to be assured, which 
involves different types of hardware and 
software developed by different ven-
dors. Active safety functions become 
increasingly more sophisticated every 
year. Yet, there is an opportunity because 
the conditions and prerequisites of 
safety development can be integrated 
into the holistic data-driven engineer-
ing approach; thus, safety engineering 
will become more efficient and faster. 
Additionally, more data for safety 
are becoming available in real time. 
Another opportunity is that the decou-
pling of software from hardware has 
the effect that the required safety func-
tions can be designed and developed 
more efficiently. Furthermore, applying 
a clear architectural approach (system, 
software, E/E, and hardware) enables a 
more efficient approach for the design of 
the respective safety functions.

Opportunities of cloud 
computing in the SDV
The cloud should be considered as part of 
the extended vehicle system where any 
nonreal-time application can in principle 
move into the cloud. Data storage and 
analysis of real-time data for predictive 
maintenance could be offloaded to the 

SDVs enable continuous software 
updates, enabling new features, 
data-driven development, and a 
software-driven aftermarket where 
OEMs and third parties can sell soft-
ware-based functionalities. These 
business benefits come with associ-
ated increases in costs for software 
development and maintenance, 
underscoring the necessity for rev-
enue models to offset these addi-
tional expenses.
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cloud. This leads to a highly accurate dig-
ital shadow that could also include the 
deployed software and hardware in the 
car. Furthermore, it could offer custom-
er-specific personalization, for example, 
by having the same driver profile in all 
owned cars, rentals, or trucks in a large 
fleet. The cloud could be leveraged to 
control and optimize the behavior of the 
fleet of vehicles or enable V2X. Further-
more, functionalities that are of interest 
to a broad customer group like traf-
fic-aware routing can be shifted to the 
cloud. However, since most cars, in the 
field, are not even completely updatable 
OTA today, function offloading and other 
related functionalities are deeply hypo-
thetical. Furthermore, accessing the 
cloud requires continuous network con-
nectivity that may not always be avail-
able, for example, for vehicles operating 
in mines, tunnels, or areas with poor 
connectivity.

PROCESS

Changes in the software 
architecture management
These novel qualities of SDVs require 
changes in the software architecture 
management. First of all, “the mainline 
software branch” should be the overar-
ching guideline and north star for any 
architecture management decisions. 
Besides, governance of the complete 
system architecture becomes extremely 
important to avoid local optimizations 
affecting the overall system quality. 
An example scenario that needs to be 
avoided is teams that make local opti-
mizations and quick solutions without 
considering the effects on the CPU load, 
bus bandwidth, dependencies, and per-
formance. Lastly, the vehicle system 
architecture is moving away from more 
than hundreds of ECUs toward a zonal 
architecture that also implies decou-
pling the software from the system and 
hardware.

Stricter decoupling of software 
and hardware lifecycles
The complexity of SDVs surpasses 
that of traditional cars by orders of 
magnitude. While a car consists of 
8,000–12,000 physical components, 
its software counterpart consists of 
millions of interdependent functions. 
Engineering complexity is expected 
to decrease with the shift from con-
troller area network (CAN) signals to 
commodity protocols such as HTTPS 
and IP. However, this requires rig-
orous lifecycle management and 
well-maintained semantic applica-
tion programming interfaces (APIs) 
for both software interfaces and hard-
ware modules. However, the challenge 
grows as more software components 
and dependencies must be managed 
in parallel, especially with increasing 

customization. A critical difficulty 
lies in balancing subsystem decompo-
sition for independent lifecycles while 
maintaining overall system integ-
rity to prevent local optimizations 
from compromising global quality. 
Decoupling the lifecycle of software 
and hardware requires an engineer-
ing framework that supports their 
independent evolution while ensur-
ing seamless integration. Frequent 
hardware changes intensify this issue, 
making robust version and configura-
tion management essential. A holistic 
versioning approach could help bridge 
the gap between hardware and soft-
ware development.

A major challenge is designing 
generic hardware adaptable across 
multiple car lines, enabling software 
to be reused in current and future 
vehicles. Although zonal architec-
tures enhance decoupling, evolving 
sensors—such as high-G acceleration 
sensors8—bring challenges to soft-
ware reuse—the software must be able 
to cope with different hardware con-
figurations (the number of the axes 
in the example of the acceleration 
sensors).

Views on business 
requirements and the SDV 
development concept
Strictly managed APIs enabling full 
updateability allow continuous fea-
ture evolution, shifting organizational 
structures from hardware-centric 
units to system capabilities. Clear 
interfaces facilitate software reuse 
across car lines, increasing test com-
plexity but expanding market poten-
tial. Software-driven functionality 
enables OEMs to accelerate feature 
development and release vehicles with 
incomplete feature sets, later refined 
via updates.

The SDV architecture needs to 
anticipate future requirements and 
legal mandates as well as manage 
dependencies and ensure compat-
ibility over a long life span of vehi-
cles. The emphasis on qualities 
such as maintainability, cybersecu-
rity, and performance optimization 
underlines the need for evolving 
architectural practices and better 
software governance. Safety engi-
neering can benefit from real-time 
data integration. The decoupling of 
software from hardware and holis-
tic approaches improve efficiency. 
Lastly, cloud computing offers 
capabilities like predictive main-
tenance, fleet optimization, and 
customer personalization but is hin-
dered by current limitations in vehi-
cle connectivity and updateability.
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Challenges to legal 
requirements on SDVs
Legal challenges for SDVs will inten-
sify, particularly regarding IP reg-
ulations, software patents, and the 
complexities introduced by gen-
erative artificial intelligence (AI). 
Efficient software supply chain 
management is crucial for frequent 
updates while ensuring compliance 
with safety and product regulations. 
A unified continuously refreshed 
software baseline can help man-
age complexity. The data-driven 
approach of SDVs will accelerate 
homologation, necessitating a fully 
digital and seamless process. Certifi-
cation remains a major hurdle, espe-
cially achieving Automotive Safety 
Integrity Level (ASIL) compliance 
for “commodity” operating systems, 
though examples such as ThreadXa 
show feasibility. Market-specific 
certification further complicates 
development, requiring early plan-
ning and thorough documentation. 
Cybersecurity will be critical as 
expanding functionality increases 
the attack surface, demanding con-
tinuous threat management.

On streamlining the SDV process
Automating SDV processes improves 
speed and quality while upskill-
ing related roles such as project and 
product management. Open source 
methodologies—such as transparent 
communication, shared code, and rig-
orous IP checks—serve as key inspi-
rations. A major challenge is frequent 
updates to hardware and middle-
ware, requiring constant adaptation 
at the application layer. Achieving a 
balance between decoupling and sys-
tem-wide governance hinges on solid 

aThreadX: https://threadx.io.

system design principles and tools. 
For verification of the deployed soft-
ware configuration, “traditional” soft-
ware verification techniques need to 
be adapted for automotive settings, 
which have different requirements. 
Furthermore, continuous updates 
with new functionalities may affect 
old functionalities; these require 
reverification.

When a new change is made by a 
programmer, the system under test 
needs to be compiled, made available, 
and tested. This process is first 
applied to the software component 
and then to the complete hardware 
component, and ultimately, extends 
to a fleet of vehicles. The challenge is 
in selecting the variants to test9 as 
well as how to smoothly deploy on 
different target systems.10 All in all, 
the main challenge is to have a fully 
automated end-to-end continuous 
integration/continuous delivery (CI/
CD) pipeline available. This espe-
cially means well-defined and com-
monly available interfaces instead of 
manual data transfer. Adhering to 
evidence-based software engineer-
ing, establishing lightweight yet 
rigorous processes, and avoiding 
superficial trends are essential for 
long-term success.

ORGANIZATION

Moving software engineering 
to qualified and integrated 
in-house teams
According to Conway’s law,11 “orga-
nizations design systems which look 
like their organization charts.” For 
example, if an organization has dif-
ferent teams for front-end and back-
end development that have problems 
in communication, the end product 
developed by this organization will 
lack smooth integration between 
its user interfaces and the back-end 
system. This emphasizes the impor-
tance of the organizational aspect 
even on systems and product lev-
els. Hence, to shift the industry 
toward software-centric products, 
the management needs to develop 
an understanding of software-de-
fined development and a data-centric 
approach to it. However, change man-
agement is crucial, time consuming, 
and highly dependent on the existing 
culture. A seamless system engineer-
ing approach must be aligned with 
organizational structures to enable 
collaboration across disciplines and 
allow efficient (automated) integra-
tion. It is important during the tran-
sition phase to focus on a transparent 
definition of interfaces, responsibili-
ties, and decision-making processes. 
On the workforce side, there is a lack 
of software engineers in the market, 
particularly senior software engineers 
and architects. Companies transition-
ing their focus from hardware (both 
mechanics and electronics) to soft-
ware have faced challenges in quickly 
adapting their workforce.

Since replacing a large number 
of employees was not feasible, some 
internal employees from traditional 
mechatronic teams underwent quick 

SDVs require strict decoupling of 
software and hardware, robust 
versioning, and semantic APIs to 
manage complexity. Legal and 
regulatory challenges necessitate 
seamless compliance and cyber-
security measures. Automation 
and evidence-based engineering 
streamline development while 
ensuring adaptability.

https://threadx.io
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software development training. How-
ever, these efforts rarely produce fully 
capable software engineer, as the 
knowledge required (both in depth 
and breadth) as well as decision-mak-
ing skills cannot be achieved in short-
term training programs. This issue 
has been improving in recent years, 
but it remains a challenge, particu-
larly when OEMs move toward more 
in-house software development rather 
than relying on suppliers.

Promoting effective cross-
functional collaboration 
among hardware, software, 
and data teams
The major challenge in cross-func-
tional collaboration is the inability 
of hardware engineers to understand 
how software behaves. This requires 
training on main software principles 
like abstraction, separation of con-
cerns, management of complexity, 
and the use of version control sys-
tems such as Git. Additionally, hard-
ware engineers need to dimension the 
hardware based on software needs 
that might come years later, which 
in turn requires close collaboration 
with other teams, especially software 
teams. Besides, the teams and indi-
viduals also need to have discussions 
on higher levels: for example, moving 
from low-level specifics like CAN mes-
sage bytes to higher-order software 
topics aimed at long-term maintain-
able, capable, and stable architectures.

This requires close collabora-
tion between hardware and software 
teams to avoid any misalignment in 
design decisions, keeping both points 
of view in consideration. Moreover, to 
break down silos in thinking, there is a 
need to build an open culture that val-
ues abstractions and general solutions 
with management supporting scalable 

approaches and not the local fixes that 
just solve the particular problem.

The impact of continuous 
software updates of SDV on 
OEM culture and organization
On the one hand, the shift toward SDV 
comes along with the demand for con-
tinuous or frequent software updates 
with shorter and faster design, imple-
mentation, and testing cycles, putting 
increased time pressure on software 
teams. On the other hand, the tolerance 
for failures and errors might increase 
as correction would be possible with 
OTA updates, allowing the products to 
evolve after production. However, the 
number of read/write operations on 
existing nonvolatile memory solutions 
could induce wear-out that again might 
accelerate the rate of device failure.

A significant change is the move 
toward in-house development as 
opposed to the current common prac-
tices where the software is usually 
developed by suppliers. This allows 
for faster development and more reus-
ability of code and development arti-
facts. Moreover, there is a need to move 
toward general-purpose hardware, 
especially for the core system, keep-
ing in mind that specialized hardware 
would still be necessary for compo-
nents such as cameras and radars.

How pioneers in the SDV 
space are redefining 
organizational structures
Traditionally, OEMs were structured 
around hardware and mechanical engi-
neering. The pioneers in SDVs are struc-
tured around software engineering 
built on top of their legacy hardware and 
mechanical engineering. They have the 
flexibility to structure their organiza-
tions in a software-centric way, putting 
the development teams at the center. An 

organization of an SDV company adopts 
a best-of-breed approach, integrating all 
disciplines (system, software, electrical 
and electronic, and mechanics) while 
focusing on measurable deliverables. On 
the management side for pioneers, the 
focus is on orchestrating the collaboration 
between the different teams, for example, 
software, hardware, and data, to ensure 
alignment and break up silo thinking.

A main difference between tradi-
tional OEMs and the pioneers in the 
area can be seen in their abilities for 
continuous updateability. This ability 
requires shifting toward capable sys-
tem-level implementation in the prod-
uct rather than focusing on narrowly 
scoped subfunctions.

Strategies to effectively manage 
change across organizations 
transforming to SDVs
Transforming toward SDVs can be 
time consuming, and there is market 
pressure to make it fast. It is crucial 
that OEMs are patient to avoid making 
wrong moves that can have significant 
negative consequences. The decisions 
made during this transformation have 
to be transparent and data driven 
based on proof of concepts and study 
results. The process should involve 
experts to empower them to drive the 
transformation, which reduces hierar-
chy and ensures that the right, inter-
disciplinary, and collaborative people 
are on board at all hierarchical levels 
within the organization.

Transformation to SDVs also 
requires financial investments. The 
budget should prioritize development 
as well as hiring and training to build a 
competent workforce and establish a 
software-centric culture through sys-
tematic approaches. This includes 
increasing and empowering soft-
ware-capable managers on all levels of 
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the organization and strengthening 
collaborations with universities and 
research institutes, especially with 
automotive-related areas.

FUTURE PERSPECTIVES
SDV is a term highly charged with 
many hopes, expectations, and fears. 
First and foremost, OEMs and suppliers 
will define what SDV means to them to 
ensure that their business goals, pro-
cesses, architecture, and culture can 
be aligned with this vision. Based on 
the experts’ feedback, outlined pre-
viously, we predict that the design of 
software will change dramatically, 
that SDV-related decisions will be 
increasingly based on data-driven 
observations, that organizations will 
reshape to reduce frictions in systems 
engineering, and that shifting toward 
a software culture will become vital to 
keep up with and surpass competition.

Lean software first
Recognizing and addressing the 
increasing importance of software is 
another key differentiator. Software 

will be the main driver of value-added 
SDV functions (either on board or in 
the cloud). Creating and maintaining 
it will require expanding in-house 
software engineering capabilities 
through training, restructuring, hir-
ing, strategic partnerships, or adop-
tion of open source solutions as well as 
adopting a software competency and 
culture across all layers of a company. 
The essential competencies will be 1) 
reducing and managing the variabil-
ity of the SDV software to ensure its 
maintainability and extensibility and 
2) regulating changes to it properly to 
prevent misalignment between soft-
ware (and hardware) parts. This might 
entail moving from vast product lines 
with hundreds of features to mono-
liths with fewer interacting parts or 
identifying means to manage large 
product lines of software for mecha-
tronic systems efficiently.

Leverage open source software
Leveraging open source software 
could significantly accelerate devel-
opment cycles, improve collabora-
tion, and reduce costs. This will enable 
SDV engineers to take advantage 
of network effects, such as collabo-
rative development of jointly used 
software parts, to improve interop-
erability across industry, which can 
lead to faster innovation.12 Benefiting 
from open source might be essential 
to prevent “established industry from 
being steamrolled” by competitors 
shaping their business models, pro-
cesses, architectures, and organiza-
tion to focus on software first. Open 
source also introduces important 
challenges. These include managing 
license compliance, ensuring the secu-
rity and reliability of third-party code, 
and aligning open source compo-
nents with safety-critical standards. 

Despite these challenges, open source 
initiatives like Eclipse SDVb and 
ThreadX demonstrate how collabora-
tive development can drive standard-
ization and improve interoperability, 
which ultimately enables a more inclu-
sive SDV ecosystem.

Adopt software culture
This transition to a software-driven 
culture will conflict with a noticeable 
gap in software culture, mindset, and 
skill set within the current workforce. 
To mitigate this, “train[ing] hardware 
engineers in software principles,” 
such as abstraction, generalization, 
and ISO 25010 qualities of software, 
as well as generally lifting the dis-
cussion to software topics (“We’re not 
talking CAN-message bytes anymore 
but long-term maintainable and stable 
capability architectures”), might be 
vital. However, an SDV is still a vehi-
cle and, as opposed to various kinds 
of software, subject to physical laws, 
legal constraints, and other influ-
ences that need to be considered prop-
erly; an SDV is not purely software. 
Overall, all of the suggested changes 
and opportunities demand shifts in 
automotive systems engineering cul-
ture—and “culture eats strategy for 
breakfast” (Peter Drucker).

Make decisions data driven
Another challenge lies in determining 
how AI and data-driven decisions will 
shape and influence the development 
of SDVs. AI-driven automation, pre-
dictive analytics, and adaptive learn-
ing models might play a crucial role 
in improving SDVs and their devel-
opment processes. This will demand 
capturing as many data as possible 
of the SDV development process and 

bEclipse SDV: https://sdv.eclipse.org/.

The transition to SDVs requires 
organizational changes that sup-
port a cultural shift toward software- 
centric development. This involves 
emphasizing cross-functional col-
laboration, shared understanding, 
and long-term scalable solutions. 
It is very important to break down 
silos between different teams (hard-
ware, software, and data) and adopt 
a system-level mindset. The pro-
cess is long and demands patience, 
transparency, and data-driven deci-
sion making along with financial 
investments in development and 
workforce training.

https://sdv.eclipse.org/
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their operations to enable learn-
ing from and improving both. Con-
sequently, OEMs and suppliers will 
assign resources to develop and main-
tain individual specific AI capabilities 
(for example, copilots for design-space 
exploration, platform-specific code 
generation, improving test coverage, 
documentation, or explainability). 
This will ultimately create additional 
software infrastructure and might 
shift them to become more soft-
ware-focused companies in the pro-
cess. Moreover, this will also demand 
training of all kinds of SDV engi-
neers in the efficient and reliable use 
of AI to make decisions based on its 
suggestions.

Engineer systems holistically
Another vital challenge will be integrat-
ing systems engineering holistically 
into the SDV development process to 
address the problems of “silo thinking,” 
in which departments optimize their 
solution locally without considering 
the negative effects on the solutions of 
other departments. Only by aligning 
hardware and software engineering 

departments more closely—organiza-
tionally, culturally, and technologically 
(a seamless collaboration)—can a more 
efficient and cohesive approach to SDV 
development be obtained. 

SDV ecosystem
The challenges discussed in this article 
are highly relevant across the broader 
SDV ecosystem. Tier 1 suppliers, cloud 
infrastructure providers, regulatory 
bodies, and mobility service operators 
all play critical roles in shaping the 
SDV landscape. For instance, aspects 
such as cybersecurity, lifecycle man-
agement, and compliance with evolv-
ing standards are shared concerns 
that require coordinated efforts across 
organizational boundaries. Moreover, 
the transition toward SDVs demands 
new forms of collaboration, data shar-
ing, and codevelopment practices that 
impact the entire value chain.

SDVs represent a transfor-
mative shift in the automo-
tive industry, moving from 

traditional vehicle development to 

software-driven mobility solutions. 
The engineering of SDVs is inher-
ently complex and involves numer-
ous technological and organizational 
challenges. Future challenges include 
increased software complexity, man-
aging software updates, cultural gaps, 
and complying with international 
standards and regulations. To remain 
competitive, automotive organiza-
tions must adopt new strategies and 
undergo significant changes in the 
following software development con-
cerns: architecture, process, and orga-
nization. These changes are necessary 
to boost productivity and improve the 
efficiency of the engineering process 
of SDVs. 
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BEING ABLE TO ENHANCE THE VEHICLE 
USERS’ EXPERIENCE BY UPDATING THE 

SOFTWARE REPRESENTS A MAJOR SHIFT 
IN BUSINESS GOALS.

EFFICIENT CROSS-DISCIPLINE 
COLLABORATION AND MANAGEMENT 

(SYSTEM, SOFTWARE, ELECTRIC/
ELECTRONIC, AND MECHANICAL) ARE 

REQUIRED.

THE DATA-DRIVEN APPROACH OF SDVS 
WILL ACCELERATE HOMOLOGATION, 

NECESSITATING A FULLY DIGITAL AND 
SEAMLESS PROCESS.

SDVS REQUIRE STRICT DECOUPLING OF 
SOFTWARE AND HARDWARE, ROBUST 
VERSIONING, AND SEMANTIC APIS TO 

MANAGE COMPLEXITY.
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THE PIONEERS IN SDVS ARE STRUCTURED 
AROUND SOFTWARE ENGINEERING BUILT 

ON TOP OF THEIR LEGACY HARDWARE 
AND MECHANICAL ENGINEERING.

THE TRANSITION TO SDVS REQUIRES 
ORGANIZATIONAL CHANGES THAT 

SUPPORT A CULTURAL SHIFT TOWARD 
SOFTWARE-CENTRIC DEVELOPMENT


